IHonsiTHe MH(POPMALMOHHON CHUCTEMbI
OcHoBHbIe 321a4u aaMuHUCTpUpoBanusa UC
Nudopmanmonnas cucrema (MC) — COBOKYNHOCTb BHYTPEHHUX M BHEIIHHX
MH(OPMAIIMOHHBIX TIOTOKOB OOBEKTa yNpaBIEHUS, METOAOB, CpPEICTB U
CIEIUANIMCTOB, YYaCTBYIOIIHUX B mpolecce o0padoTku MH(OpMAIIMK U BbIPaOOTKE
YIPaBIECHYECKUX PELICHUM.
NC cBa3piBacT 00BEKT M CUCTEMY YIIPABIEHUS MEXY COOOM U C BHEIIHEN cpeioi
yepe3 nH(HOpMalMOHHbIE TOTOKH.
Crpykrypa uHGOPMAITMOHHON CHCTEMBI
[Tpu paccmoTpeHnr HHGOPMAIIMOHHBIX CUCTEM MOXHO BBIJIETTUTH HECKOIBKO
OCHOBHBIX KOMIIOHEHTOB!:
= pH(pOpMAalUs, OMUCHIBAIOIIAs COCTOSHUE CUCTEMbI MJTU TIPOLIECCa;
°  MHQOPMALMOHHBIE TEXHOJIIOIMHU XpaHEHUs, 00padOTKH,
NpeCTaBIICHU U Nlepeaun HHHOpMay;
°  OpraHM3allMOHHAs CTPYKTypa M CBSI3U MEXAY €IWHULIAMH YNpPaBICHUS, a
TaK)K€ METO/Ibl YIIPABJICHMUS;
°  (DYHKIMOHAJbHBIE KOMIIOHEHTHI HMH()OPMAIIMOHHOW CHCTEMbI (OTIENIbHbIC
MOJICUCTEMBI, PEHIAIoNe TOT WM MHOW Ha0Op 3a/lad peaau3yomux o0paboTKy

JTAaHHBIX U MOJICJIM TPUHATHS PEIICHUN).



CocraBubie yactu UC:

- ungopmayuonnoe obecneuenue — COBOKYITHOCTb METOJIOB U CPEJCTB IO Pa3MELLEHUIO U
OpraHu3auuu uHdopmaiuu;

- npozpammHoe obecnevenue — COBOKYITHOCTh MPOrPaMMHBIX CPEICTB HEOOXOAUMBIX IS
pa3pabotku u 3kcmtyaraunu C cpenctBaMu BbIUMCIUTEIbHOW TEXHUKHY,

- mexHuyeckoe obecneyeHue — KOMIUIEKC TEXHMYECKUX CPEACTB, NMPUMEHSEMbBIX s
dbynkuuonuposanus UC;

- npasosoe obecneueHue — COBOKYITHOCTh IIPABOBBIX HOPM, PEIVIAMEHTUPYIOLIUX CO3JaHHe
¥ QYHKIIMOHUPOBaHKE UHPOPMAITMOHHON CHCTEMBI,

- IUHeBUCMUYECKoe 0becneyeHie — COBOKYITHOCTD SI3bIKOBBIX CPEJICTB, UCIIONIb3yEMbIX Ha
Pa3IMYHBIX CTAAMAX cO3/aHus U dkcruryatammu UC;

- Op2aHU3ayUoOHHOe obecneyeHue — COBOKYITHOCTb METOJIOB U CPEJICTB, MO3BOJISIIOLIUX
YCOBEPILIEHCTBOBATh OPTaHU3ALMOHHYIO CTPYKTYPY OOBEKTOB U YIPABICHUYECKHE

GbyHKITUY.
BoruucianreabHbIe CeTH

CoBpemeHHbIE HH(OPMAIMOHHBIE CHUCTEMBbl pPa0OTAIOT HAa OCHOBE MPUMEHEHUs
BBIUHCIIUTENBHBIX CETEH.

Bviuucnumenvnas ~ cemb  — ~ COBOKYHHOCTb  KOMIIBIOTEPOB,  CBSI3aHHBIX
KOMMYHHUKAIIMOHHOM  CHUCTEMOW U  CHAOXXEHHBIX HEOOXOJAMMBIM  MPOTPAMMHBIM
o0ecriedeHueM, MO3BOJISIONIMM TI0JIb30BATENIM M TMPWIOKEHHUSAM MOJy4aTh JOCTYI K
pecypcaM yaajJeHHbIX KOMITBIOTEPOB M 00€CTIEYMBAIOIIIM OOMEH JaHHBIMU.

Pacnpenesennbie nHGOPMAUMOHHbIE CUCTEMbI

Pacnpeoenennas HC obecnieurBaeT BBICOKYIO CTEMEHb NPO3PAYHOCTH CETEBBIX
pecypcoB, T.e. pacnpeneneHHas MC mnpenocTaBisieT IOJB30BATEN0 U MPUIIOKEHHUIM
CETEBBIE PECYPCHI B BUAE €AUHOM [IEHTPATU30BAHHON BUPTYAJIbHOW MAIIWHBI.

Pacnipenenennas MC 1no3BONMET pacnpeAciuTh MPOUECChl IO  Pa3InYHbIM
KOMIIBIOTEPAM JIJIsl UX XpaHEeHHsI, 00paOOTKU U MPEICTABICHHUS.

OnepanuoHHbIE CHCTEMBI

Onepayuonnas cucmema — OCHOBA JUIsl PyHKLIMOHUPOBAHMSI PUKIIATHBIX
MPOrpaMMHBIX ITPOYKTOB, B TOM YHCJIE, MPOrPAMMHBIX KOMIIOHEHTOB JTF000H
MH(OPMAIITMOHHON CUCTEMBI.

Cemesas onepayuonuas cucmema odecnednBaeT (pyHKIMOHUPOBAHHUE

pacrpeneneHHoNn HHPOPMAITMOHHON CUCTEMBI.



DYyHKIUOHAJIbHbIE KOMIIOHEHTHI ceTeBoit OC

OcHOBHBIE KOMITOHEHTHI ceTeBoit OC:

o Cpedcmea ynpasieHus JIOKAIbHbIMU pecypcamu KOMIIbIOTEpa peaiu3yeT BCe
¢byukiuu OC aBTOHOMHOIO KOMIIbiOTEpa (ympaBjieHUE MPOIECCAMM, OINEPATUBHOMN
NaMsThIO, YIIPaBJICHUE BHEITHEN MaMSThIO, OJIb30BATEISIMU U T.11.)

o Cemegvle cpedcmea, pa3aeiseMble Ha TPU KOMIIOHEHTA!

Cepsepnas yacms OC — cpeCcTBa MPEAOCTABICHUS JIOKAJIbHBIX PECYPCOB U CEPBUCOB
B 00111ee TT0JIb30BaHHE

Knuenmckasa yuacme OC — cpefcTBa 3ampoca Ha JOCTYN K YAaJIEHHBIM pecypcam u
cepBUCcamM

Tpancnopmuvie cpeocmea OC, COBMECTHO C KOMMYHHKAIIMOHHOM CHCTEMOM
oOecIreunBaroIne rnepeaayy cCoooneHu MKy KOMITbIOTepaMHU

DOYyHKINH, TPOLEYPHI U CIYKObI ATMUHUCTPUPOBAHUS

OYHKINY aIMUHUCTPUPOBAHHUS

[Iponeaypbl aAMUHUCTPUPOBAHUS

HccnenoBanne akTUBHOCTH

OuucTka ayIUTOPCKUX 3aMUCEN U3 ayAUTOPCKOro KypHasa

3amura xKypHaia IpoBepKU

Cnyx0bl aIMUHUCTPUPOBAHUS

Cnyx0a coOtoieH s TpaBuIil SKCIUTyaTalluu

Cnyx06a NpOeKTUPOBAHUS U PUEMKH UH(GOPMAIITMOHHBIX CUCTEM

CiyObl 3aIIUTHI OT BPETHOHOCTHOTO MPOrPaMMHOT0 00ecTieueHust

Cnyx0bl 00CITyKUBaHUS CETU

CereBas ciyx0a

Cnyx0bl 0OMEHa JaHHBIMU

Kareropuu agMuHHCTpaTOpOB

AJIMUHUCTPATOP

AMUHUCTpaTOpP KacTepa

AJMUHUCTpATOP KOMIIBIOTEPA

AJMUHUCTpATOpP CETH

AnmMuHucTpaTop 0a3bl TaHHBIX



Knaccudukanus agMuHuCTpaTOpOB 06a3 JaHHBIX

AJIMUHHACTpPATUBHBIC OITOBEIICHUSI.

[Tockonbky HHDOPMAITMOHHBIE CUCTEMBI MOTYT UMETh MHOTO TTOJIb30BATENCH, TOMKHO
CYLIECTBOBATh JIMIO WX TpyIlNa JIWI, YNPABISAIOUIIMX 3TOW cucTeMou. Takoe nHIo
HA3BIBACTCS AIMUHUCTPATOPOM HH(POPMAITMOHHBIX CUCTEM. B 1100011 opraHu3aium 10DKeH
OBITh XOTSI OBl OJIMH YEIOBEK, BBIMOJIHSIONINN aIMUHUCTPATUBHBIE OOS3aHHOCTH; €CIU
uH(pOpMAITMOHHAS cCHCTeMa OO0JIbIast, TH 00sI3aHHOCTH MOTYT OBITh PACIIPEIETICHBI MEXKIY
HECKOJIBKUMH aIMUHUCTPATOPAMHU.

DOyHKINH AAIMUTHUCTPHUPOBAHUSA

K ¢yHKIMSIM a AMUHUCTPUPOBAHUS OTHOCSITCS:

- UHCTAJUISIIUS. M OOHOBJICHUE BEPCH cepBepa U NMPUKIAJHBIX HHCTPYMEHTOB;

- pacnpeiesieHre JUCKOBOM MaMsITH | IJITaHUPOBaHUE OyayluX TpeOOBaHUI CUCTEMBI
K ITaMsITH;

- CO3/IaHME TIEPBUYHBIX CTPYKTYp MaMSITH;

- CO37aHWE TEPBUYHBIX OOBEKTOB TIO Mepe MPOCKTUPOBAHMS TPUIOKEHUN
pa3paboTYuKaMu;

- MOAU(UKAIUS CTPYKTYPBI JAHHBIX B COOTBETCTBUU C TOTPEOHOCTSAMU;

- 3a4KCIICHUE TTOJIb30BATENEH U MO AepKAHUE 3aAIIUTHI CUCTEMBI;

- CO0JII0/ICHHE JTUTIEH3MOHHOTO COTJIAIICHHUS;

- yIOpaBJ€HHE UM OTCIEKHBAHUE JOCTYIa IOJIb30BaTeNe K HWHOOPMAIMOHHBIM
CHUCTEMaM;

- OTCJIC)KUBAHUE M ONITUMHU3AITUS TIPOU3BOIUTEILHOCTH TIPOTPAMM;

- INTAHUPOBAHHUE PE3EPBHOTO KOTIMPOBAHUS U BOCCTAHOBJICHUS;

- IOA/ICpKaHNE aPXUBHBIX JTAHHBIX HA YCTPOHWCTBAX XpaHCHUS HWHPOPMAIINH;

- OCYIIIECTBIICHHE PE3EPBHOTO KOIMMPOBAHUS M BOCCTAHOBIICHHUS,

- oOpamieHre B KOpHOpamuu pa3padOTUYNKOB WM JWICPOB 33 TEXHUYCCKUM
COIIPOBOXKJICHUEM.

[Ipouienypbl aAMUHUCTPUPOBAHUS

Hccnedosanue axmusHocmu cucmemsvl ¢ 1IETbI0 TEHEPUPOBAHUS CIEAYIOIICH oOmen
nHpopManuu:

- UM ITOJIB30BATCIIA, BBITTOIIHABHICTO OTCICKMBACMOC IIPCATIOKCHHUC,



- KOJ JIEUCTBUS, YKA3bIBAIOIIUI BBIIIOJIHEHHOE MPEJIOKEHHUE;

- 00BEKTHI, aJIpecyeMbIe B OTCIIC)KHUBAEMOM MPEITIOKEHUY;

- 1aTy U BPEMsI BBITIOJTHEHUS OTCIIEKUBAEMOTO MPEIJIOKECHHUS.

Aomunucmpamop 00s13aH KOHTPOJIMPOBATH POCT KypHajna u ero pasmep. Korma
TEHEPUPYIOTCS 3aMUCU UCIIOJIb30BAHUSL CUCTEMBI, KYPHAJ CHCTEMHOIO aJMHUHHUCTpATOpa
pacTeT 3a cYeT ByX (paKkTOpoOB:

- 4KCJIa BKIIIOUCHHBIX OMIUN MTPOBEPKH;

- YaCTOTHI BBITIOJIHEHUS OTCJIEKUBAEMbIX ONEPALUN.

s xoumponsa 3a pocmom JCypHaia Npoeepku HaI0 HWCIONb30BaTh CIEAYIOLINAE
METOZBI:

Bxiroyath W BBIKIIIOYATH TPOBEPKY HHGPOpMalMOHHOM cucteMbl. Korma mpoBepka
BKJIFOUEHA, 3aMIMCH TEHEPUPYIOTCA U MOCTYNAIOT B XKypHaJ; KOrJa MPOBEPKa BBHIKIIOYEHA,
3allMCH HE TEHEPUPYIOTCHL.

’KecTko KOHTpOIMPOBATH BO3MOXHOCTH OCYIIECTBIATH MPOBEPKY OOBEKTOB. IDTO
MOXHO JIeJIaTh IByMsI pa3IuYHbIMU CIIOCOOAMU:

Bcemu oObekTaMu BiazieeT aAIMHHUCTPATOP,

Bce 00BekThl comepxkaTcsi B CXeMax, KOTOpPbIE HE COOTBETCTBYIOT peabHBIM
MOJIb30BATENISIM HH(POPMAIIMOHHON CUCTEMBI.

Ouucmka ayoumopckux 3anuceii U3 ayoumopcko20 HCypHaia

Ilocne Toro, kak TIIpOBEpPKa BKIKYEHA B TEYEHUE HEKOTOPOrO BPEMEHH,
aJMUHUCTPATOP MOXKET yJIaJUTh 3alIUCH U3 XKypHAJIA, - KaK JIJIs TOTO, YTOObl OCBOOOIUTH
naMsTh, TaK U JIJIs1 00JIETYeHUs yIIpaBJICHUs 3TUM XypHaioM. Eciau undopmanus xxypHaia
JIOJDKHA apXMBUPOBATHCS JJIsl LIEJIEM HAKOIUIEHUS WCTOPUHU, AJMUHHUCTPATOP MOXKET
CKOMMPOBATHh COOTBETCTBYIOIINE 3AMUCH.

3awuma scypuana nposepxu

OcymecTBisAs OTCASKUBAHUE MOAO3PUTEILHON JEATENHHOCTH B WH(MOPMAIMOHHON
CUCTEME, CJIEyeT 3aluIlaTh IEJIOCTHOCTh 3alHceil >KypHaja TPOBEPKH, UYTOOBI
rapaHTUPOBATh TOYHOCTH U MOJTHOTY UHGOPMALIHH.

Cayx0bl A IMUHUCTPUPOBAHUA .

Cnyoicoa cobarodeHust npasul SKCIyamayuu



OO0s3aHHOCTH aIMUHUCTpATOpa: OOECHEYUTh MPaBWIBHYI0 U HAJEKHYIO padoTy
MH(OPMAIITMOHHON CUCTEMBI.

AJIMUHUCTpPATOp  JOJDKEH  ONpEAENUTh  OOS3aHHOCTH M OPOLEAyphl IO
aIMUHUCTPUPOBAHUIO U 00ECIEUEHUI0 (PYHKIMOHUPOBAHUS KOMIIBIOTEPOB U ceTedl. OHu
JIOJDKHBI  OBITH  3apUKCHpPOBAaHBl B HMHCTPYKIMSAX U TPOLEAypax pearupoBaHus Ha
WHUUACHTBL. J[71 yMEHbIIEHHs pPHUCKAa HEKOPPEKTHBIX WM HECAHKIIMOHHPOBAHHBIX
JEUCTBUM aIMUHUCTPATOPY CIEAYET MPUMEHSITh MPUHIUI pa3eieHus 00sI3aHHOCTEN.

Cnyotcbvl npoexmupoeanus u npuemMKu UHGOPMAYUOHHBIX CUCTIEM

OO0s13aHHOCTH aIMUHUCTPATOpA: CBECTU PUCK OTKA30B MH(POPMALMOHHBIX CUCTEM K
MUHUMYMY.

AJMUHHMCTpATOP 0053aH YUUTHIBATh, UTO JJIs1 00ECIIEUYEHUs JOCTYITHOCTH PECYPCOB U
HE00X0IUMOM IIPOU3BOIUTEIBHOCTH UH(}OpPMAIMOHHBIX CUCTEM Tpedyercs
IpelIBapUTEIbHOE IUIAHUPOBAHUE M TMOATOTOBKA. JlJIsi yMEHBUIEHUS pHCKa MEperpy3Ku
CUCTEeM  HEOOXOAMMO  YYMUTHIBaTh  Oyayliue MOTPeOHOCTH UM HEOOXOAUMYIO
IIPOU3BOAUTENBHOCTh. DKCIUTyaTallUOHHbIE TpeOOBaHHSA K HOBBIM CHCTEMAaMm CJEAyeT
OIPEeNENATh, JOKYMEHTUPOBATh U MPOBEPATH J0 UX MpUeMKU. JI0TKHBI OBITH BEIPaOOTaHBI
TpeOOBaHUs K MEpexoAy Ha aBapUHHBIA PEXKUM JJIsl CEPBUCOB, IOAJEPKUBAIOIINX
HECKOJIBKO IPUJIOKEHUH.

Cnyorcba 3awyumsl 0m 6peo0OHOCHO20 NPOSPAMMHO20 obecnedeHus

OO0s13aHHOCTH aJIMUHUCTPATOPA: 00ECTIEYUTh LIETOCTHOCTD JAHHBIX U IPOTPAMM.

JUiss  mpenoTBpallleHHsT W BBISIBJIIGHUS  CIIy4aeB  BHEJIPEHUS  BPEIOHOCHOIO
IPOrpPaMMHOr0 OO€CIeYEeHUsl aIMUHUCTPATOPY TPeOyeTCs] MPHUHATHE COOTBETCTBYIOLIUX
Mep MNPEeIOCTOPOKHOCTU. B HacTodilee BpeMs CYHIECTBYET LENbId psJ BPEAOHOCHBIX
nporpamMMm («KOMITBIOTEPHBIE BHUPYCBI», «CETEBBIE YEPBU», «TPOSHCKUE KOHH» U
«iorpueckre 60MObI»), KOTOPBIE HCTIONB3YIOT YA3BUMOCTh IPOrPaMMHOT0 0OECTIeUEHUS 10
OTHOILIEHUIO K HECAHKIIMOHUPOBAHHON MO UKALIHH. AJIMUHHCTPaATOpPBI
MH(POPMAILIMOHHBIX CUCTEM JIOJIKHBI OBbITh BCET/1a TOTOBBI K IPOHUKHOBEHUIO BPETOHOCHOTO
IpOrpaMMHOro o0ecredyeHrs: B MH(OPMAallMOHHbIE CUCTEMbl U MPUHUMATh CIIELUAJIbHbBIE
MEpbI M0 MPEIOTBPALIECHUIO UM OOHAPYKEHHUIO €ro BHEAPEHHsS. B 4acTHOCTH, BaKHO
HNPUHATH MEPBI IPETOCTOPOKHOCTHU AJIsl IPEAOTBPAILEHUS U OOHAPYKEHUSI KOMITBIOTEPHBIX

BHPYCOB Ha IECPCOHAJIIbHBIX KOMIIBIOTCpAX.



Cnyoicba obcayicusanus cucmem

OOs3aHHOCTH  QJIMUHUCTpATOpa: OOECHEYUTh IEIOCTHOCTh U JOCTYIHOCTH
MH(OPMAIMOHHBIX CEPBHUCOB.

JUis  mopnepKaHUsl IEJIOCTHOCTH M JOCTYITHOCTH CEpPBHUCOB aJMUHUCTPATOPy
TpeOyeTcs BHIMOITHEHHE HEKOTOPBIX CIYXEOHBIX MPOLEAYP: JOIKHBI ObITh CHOPMUPOBAHBI
CTaHJAPTHBIE MPOLEAYpPhl PE3EPBHOIO KOMUPOBAHUS, PErHCTpAIlMN COOBITHI U cOOEB, a
TaK)Xe KOHTPOJIS YCJIOBHUMA (DYHKITMOHUPOBAHUS OOOPYTO0BAHHSL.

Cemesas cnyoacoa

O0513aHHOCTH aIMUHUCTPATOPA: OOECIIEYUTH 3alUTy UH(POPMAIIUU B CETSX.

VYrpaBneHue 0€30MaCHOCTBIO CETEH, OTIENbHbIE CETMEHThI KOTOPBIX HAXOMATCS 3a
npenesaMu Opranusaiuu, Tpedyer oco0oro BHUMaHus. st 3a1uThl KOH(UIEHIMATbHBIX
JaHHBIX, TIEPEaBAEMBIX TI0 OTKPBITBIM CETSIM, MOT'YT TOTPEOOBATHCS CHIEIIMATBLHBIC MEPHI.

Cnyarcoa sawumel Hocumerneu ungopmayuu

OO0s3aHHOCTH aIMUHHUCTPATOpA: TMPEIOTBPATUTh TOBPEXKACHUE HH(POPMAIMOHHBIX
pecypcoB U nepedou B paboTe OpraHU3aIvu.

HeoOxoaumo KOHTponupoBaTh HOCHUTENM HMHGPOPMAMU U OOecleuynmBaTh HX
¢usnyeckyro 3amuty. Creayer onpeneniaTh NpoLenypbl JUIsl 3allMThl HOCHUTENEH
uHpopmalu (MarHUTHBIE JIEHTHI, JUCKH, KAaCCEThl), BXOJHBIX/BBIXOJHBIX HaHHBIX W
CUCTEMHOM JIOKYMEHTAallUd OT TOBPEKICHHUS, XUIICHUS U HECAaHKIIMOHUPOBAHHOTO
JOCTYTIA.

Cnyaicba obmena OaHHLIMU U NPOCPAMMHBIM 0becnedeHuem

OO0s13aHHOCTH ~ aIMUHUCTPATOpa: MPEAOTBPATUTh TOTEPHU, MOAUPUKALUIO U
HECAaHKIIMOHUPOBAHHOE MCIOJIb30BAHUE JTAHHBIX.

AJIMUHHCTpATOpy CJHEAYeT KOHTPOJIHMPOBATh, YTOOBI OOMEHBI JaHHBIMU H
nporpaMMaMu  MEXIy OpraHU3alusMU OCYIIECTBISUIUCH Ha OCHOBE (hOpMajbHBIX
cornamieHnid. JIoMmKHBI OBITH yCTAHOBJIEHBI TPOIEAYPHl W CTAaHAAPTHI JJIS 3aIUTHI
HocHTeNel nHGOPMAIIMK BO BpEMs UX TPaHCIIOpTUPOBKH. HeoOxonumo ynensiTh BHUMaHUE
oOecriedeHnI0 0€30MaCHOCTH TPHU MCIOIb30BAHUM DJIEKTPOHHOTO OOMEHa JaHHBIMH U
COOOIIIEHUSIMU JIEKTPOHHOM MOYTHI.

Kamezopuu aomunucmpamopos

Aomunucmpamop



Aomunucmpamop 6 Windows — 3TO NOJIb30BaTeNb, OTBETCTBEHHbIN 32 HACTPOWKY U
YIIPaBJICHUE KOHTPOJUIEPAMU JOMEHA U JIOKAJIbHBIMU KOMIIBIOTEPAMU, BEAECHUE YYETHBIX
3alMCeN II0JB30BATENIE W TIPYNN, NPUCBOCHHUE IAPOJEH U pa3pelleHui, a TaKxke
MOMOTAIOIIUK MOJIb30BATENSAM padOTaTh B CETH. AJAMHUHHUCTPATOPHI SIBISIOTCS YJICHAMU
OJHOMMEHHOWN TIpynnbl W 00JIaal0T MOJIHBIM JOCTYIOM K JOMEHY WM KOMIIBIOTEDPY.
ITonb30Barenb, KOTOPBIM UMEET MPAaBO BHOCUTH HA KOMIIBIOTEPE U3MEHEHHUs, HA YpPOBHE
CHCTEMbI, YCTaHAaBIIMBATh POrpaMMHOE 00ecrieueHre U UIMeeT JOCTYI KO BceM (ailiam Ha
KoMIbroTepe. [lonmp3oBaTens ¢ yd4eTHOM 3alMCBI0 aJIMUHUCTPATOPA KOMIIBIOTEpA MMEET
IIOJIHBINA TOCTYI K IPYTUM YYETHBIM 3aIIUCSAM I10JIb30BATEICH HA KOMIIBIOTEPE.

Aomunucmpamop knacmepa

['pynma He3aBUCUMBIX KOMIIBIOTEPHBIX CHCTEM, HA3bIBAEMBIX Y3J1aMH, paOOTaOLINX
BMECTE B BUJIE €IMHON CUCTEMBI TAKUM 00pa30M, 4TOOBI BaXHbIE AJI1 paOOThI MPUIOKEHUS
U PECYPCHl OCTAaBAJINCHh NOCTYNHBIMH Ul KJIMEHTOB, Ha3bIBacTCs Kiacrtepamu. Knacmep
cepeéepoé — NPOU3BOIUT PeATU3aLUI0 JaHHOU ciyKObl. [Ipunoxenue, ucnoapzyeMoe s
HAaCTPOMKH KJIACTEPA M €ro y3JI0B, IPYII U PECYPCOB, ONpeAensieTcs Kak AIMUHACTPATOP
KJacTepa. AJIMUHUCTPUPOBAHUE KJIACTEPA MOKET BBIMIOJHATHCSA HA JIIOOOM KOMITBIOTEPE
JIOBEPEHHOI'0 JOMEHA, HE3aBUCUMO OT IIPUHAUIC)KHOCTH YYaCTHUKA K KaTErOpUH Y3J10B
KJIacTepa.

Cluster.exe — mporpamMma, KOTOPOH MOXHO TOJIb30BaThCsi BMECTO aJIMUHHUCTPATOpPA
KJIacTepa sl yIpaBJIeHHs KJacTepaMH M3 KoMaHAHOM cTpoku. IIporpamma Cluster.exe
TaK)K€ MOXET MCIIOIB30BaThCA ISl aBTOMAaTU3alMU 3a1a4 aIMUHUCTPUPOBAHUSA IIPU
IIOMOI KOMaHIHBbIX CLIECHAPUEB.

Aomunucmpamop Komnviomepa

ITonws30Barensb, ynpaBisIOMAN KOMIIBIOTEPOM. AIMUHUCTPATOP KOMITBIOTEPA BHOCUT
U3MEHEHUS B CHCTEMY, BKJIIOYas YCTaHOBKY MpOrpaMM M JOCTyH KO BceM (ailinam
KOMIIBIOTEpA, a TAKXKE MOXET CO34aBaTh, U3MEHATH U YAAIATh YYETHBIC 3alUCU APYrUX
I10JI30BATEIIEH.

Aomunucmpamop cemu

Ilonp3oBarenb, OTBETCTBEHHBIM 3a IUIAHUPOBAHWE, HACTPOWKY M YIPABICHUE
©KEIHEBHOM paboToil ceTH. AJMHMHUCTPATOp CETH HAa3bIBAETCA TAKXKE CHCTEMHBIM

aAMUHUCTPATOPOM.



Aomunucmpamop 6azvl dannwix (AB/)
Aomunucmpamop 6a3vl 0aHHbIX — JIMLO, OTBEYAIOIIEe 32 BbIPaOOTKY TpeOOBaHMM K

0a3ze JNaHHBIX, €€ TPOCKTUpPOBaHME, peanu3aiuio, 3(PEGEKTUBHOE HCIOJIb30BAHUE W

CONPOBOXKICHHE, BKIIFOYAs YIIPABICHUE YUYETHBIMU 3aUCSIMU MoJib3oBaTener b/l u 3amury

OT HECAaHKIIMOHMPOBAHHOTO AocTyna. He meHee BaxHOW QyHKIMEH agmuHucTparopa bJ]

ABJEACTCA IMOAACPIKKA HCJIOCTHOCTH 0a3sl JaHHBIX.

Anmunuctpatop bJl oTBewaeT 3a I1I€IOCTHOCTh HH(POPMAIIMOHHBIX PECYpPCOB
KoMIaHuu. Ha HeM JIeKUT OTBETCTBEHHOCTH I10 CO3/IaHHIO, OOHOBIICHUIO U COXPAHHOCTH
CBSI3aHHBIX MEXIY COOOM pe3epBHBIX KONUM (pailyioB, UCXOA U3 3a7a4 MPEANPUATHSI. ITOT
YEJIOBEK JOJKEH B MeIbYallIuX TMOAPOOHOCTSIX 3HATh CYIIECTBYIOIIUE MEXaHU3MBbI
BOCCTaHOBJICHHS TIporpaMMHOro ooecrieueHus bJI.

Bo3MmoxHBI cuTyaluu, npu KoTopbix aaMuHuctpatopy b/l morpebyercs Ha ocHOBe
JIOTUYECKUX TPHUKIIAHBIX MOJIEJEH CcOo3/aBaTh AJIEMEHTHI (DU3NYECKOM CXEMBbI, a TakKke
MOJJIEPKUBATh CBSI3b MOJIb30BATENE C CHUCTEMON M 0OOECIEeYMBATh COOTBETCTBYIOIIUI
ypOBEHb HHPOPMAITMOHHON OE30MaCHOCTH, CJIeA 32 TEM, UTOOBI IOCTYI K JaHHBIM UMEIHU
TOJIBKO T€ JIFOJIA, KOTOPbIE B HEM HYKIAIOTCHI.

Anmunuctpatop bJl J0mkKeH yMeTh ONpeNenarh Y3KHME MeECTa CHCTEMBbI,
OTpaHUYMBAIOIINE €€ MPOU3BOAUTEILHOCTh, HacTpauBath SQL u mnporpamMmmHoe
ooecrieuenne CYPBJl u oGnagaTe 3HaHUSIMH, HEOOXOIUMBIMH JUISl PEIIEHHsS BOIPOCOB
ontuMu3auu osicTpoaeicTus bJI.

OcHOBHbBIC 337]a4M aAMUHUCTpaTOpa 0a3bl JaHHBIX:

- MPOEKTUPOBaHUE 0a3bl JAHHBIX;

- ONITUMU3ALMS TPOU3BOIUTEILHOCTH 0a3bl IAHHBIX;

- o0ecreueHne U KOHTPOJIb IOCTyNa K 0a3e TaHHBIX;

- obecrieueHre 0€30macHOCTH B 0a3e JaHHBIX

- pe€3epPBUPOBAHNE H BOCCTAHOBJICHNE 0a3bl JaHHBIX;

- o0ecrieueHne eJIOCTHOCTH 0a3 JaHHBIX,

- obecnieueHue nepexoja Ha HoBYt0 Bepcrio CYB/I.
Obsa3aHHOCmMU aOMUHUCmMpamopa
Cpenu Hanboliee BaXXHBIX 00s13aHHOCTEN aJIMHHHACTPATOPA — PE3€PBHOE KOITMPOBAHUE

1 BOCCTAHOBJICHHUC I/IH(bOpMaI_II/II/I. Mexanu3m PE3CPBUPOBAHUA U BOCCTAHOBJIICHUA JAHHBIX
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00s13aH y4YUTHIBaTh 3aBUCUMOCTh OH3Heca OT uMHopmanuu. Jpyrumu ciioBaMu, €ciu B
Bameii npukiiagHoil cucteme npuemMa 3aka3oB yepes Internet obast norepss uHpopMauuu
ABJIAETCA AOCOJIOTHO HENONYyCTHUMOW, TO MCIOJb30BAHHE CXEMBI "XOJIOAHOrO"
pPE3EpPBUPOBAHUS, T.€. MOJAPA3yMEBAIONUIYIO MOJHYKH OCTaHOBKY M OTKiItoueHue bJl, B
JTAHHOM CJly4ae, COBEpIIEHHO Hempuemsiemo. Jlias Toro, uTtoObl HAaWTH HaWIydlIee
pEILIeHHE, COOTBETCTBYIOIIEE 3aIpocaM MPEANPUATHS, aAMUHUCTPATOP JOKEH XOPOILO
pa3dupaThCcsi B MHOIr000pa3nu METOI0B pe3€PBUPOBAHNUS U BOCCTAHOBIICHUS, 3HATD TUTFOCHI
Y MUHYCBI KOKJIOTO U3 HUX.

Kpome Toro, agMuHUCTpaTOp AOTKEH KOHTpoiaupoBath pocT bJl. OT Hero Tpedyercs
JiepKaTh PYKOBOJICTBO B Kypce OTHOCHUTENBHO mpesmnonaraeMoro pocta bJI, ¢ TeM 4to6s
UMETh BO3MOXXHOCTh CBOEBPEMEHHO 3aKa3aTh JIF000e Heo0xo1uMoe 000pyI0BaHHUE.

Hacrtporika Takke SBISE€TCA OIHOM M3 OCHOBHBIX 30H OTBETCTBEHHOCTH
aamunuctparopa bJl. Y mons3oBaTenu, u pa3pabOTUMKHU 3a COBETOM OYyayT 0oOpaiatbCs
UMEHHO K HEMY.

AJIMUHHCTpPATOp TaKXe 3aHMMAETCS CO3JaHUEM TeCTOBbIX KoH(urypauuid bJl,
YIPABJIEHUEM CXEMAMH MHPUII0KEHHUI, BHECEHUEM M3MEHEHUH B 3TH CXEMBI, JKEJIATEIbHO
0€301O0YHBIX, TTOJIIEPIKKOM MOJIB30BATENICH, BEIPAKAIOIICHCS, K IPUMEPY, B J00aBICHUN
B CUCTEMY HOBBIX I0JIb30BaTeNeH, obecrneueHneM nHHOpMaIMOHHON O€30MacCHOCTH B BUJIE
OTKPBITHUS JOCTYNA TOJIBKO K 3aIPallIMBAEMbIM 00bEKTaM.

IIpoghunaxmuueckuii MOHUmMOp:

- U30aBJIsET AIMUHUCTPATOPA OT SKCTPEHHBIX MEP

- pasrpy’kaer aMUHUCTPATOPA O BEYEpaM U BBIXOJIHBIM

- YCKOpSIET NPUOOPETEHHUE ONBITA.

Cpeocmea ouazHOCmMuKu:

- npeBpamator  Mmuagmero ABJ[ B crapmiero, MO3BOJISIL  MOCIEAHEMY
CKOHLEHTPHUPOBATHCS HA IPYrUX 3a7adax.

Cpedcmea ananuza:

- IOMOT AT MpH MIaHupoBanuu pocta b/l u Oynymux 3aTpar.

Cpeocmea mexHuuecko2o 00CaYHCUBAHUA!

- TIOMOTAlT MpPU PE3CPBHOM KOMUPOBAHUM M BOCCTAHOBJICHHUM JAHHBIX, COKpAILas

BpeMs1 OTIEpallMK U YMEHbBIIIasi YUCIIO OIMOOK
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- TIOMOTAIOT MIPU PEOpPraHU3aIUAX, SKOHOMS BpPEMs, YMEHbIIAasl KOJIUYECTBO OIIMOOK U
JUIMTENIbHOCTh TPO(QUIAKTUUECKUX OKOH (maintenance window)

- CHOCOOCTBYIOT BBICOKOM JOCTYMHOCTH JaHHBIX, CO3/1aBas «HE3aMETHbBIC» C TOUKHU
3peHHs] CHCTEMbI MNPO(QUIAKTUYECKHME OKHAa ¢ T[oMoras MpH pe3epBUPOBAHUM /
BOCCTAHOBJICHUU CUCTEMBI.

Knaccugpurxayus aomunucmpamopos 6az oannwvix (AB/])

OcHoBHbIE THUIIBI aAMUHUCTPATOpOB b/I: cucTeMublii amMUHUCTpATOpP; apXxuTeKTop b/I;

aHanutuk bJl, pa3paboTurk Mojenel JaHHbBIX; aIMUHUCTPATOP MPUIIOKEHUHN; TPOOIEMHO-

OpI/IGHTI/IpOBaHHHﬁ AJIMUHHUCTPATOP BI[, AHAJIMTUK ITIPOU3BOAUTCIBbHOCTU, AIMUHUCTPATOP

XpaHWJINIIA JaHHBIX.

CymiecTByeT HECKOJIbKO BUIOB aAMUHUCTPaTOpoB b/I, a uX 0053aHHOCTH BIOJHE MOTYT
OTJIMYATHCS OT KOMITAHUU K KOMITAHUH.

Onepamusnsie (operational) AB/]:

- MAHUNYJIUPYIOT JUCKOBBIM MPOCTPAHCTBOM;

- HaOJIFOAAIOT 3a TEKYIIEH MPOU3BOUTEILHOCTbIO CUCTEMBI;

- pearupyroT Ha BO3ZHUKAIOIINE HencnpaBHOCTH b/

- o0nOoBIIsIOT cucteMHoe 110 u I1O 6a3wl JaHHBIX;

- KOHTPOJUPYIOT CTPYKTYpHbIe n3MeHeHus: b/1;

- 3aIlyCKAIOT MPOLEAYPHI PE3EPBHOIO KOMMMPOBAHHUSI TAHHBIX;

- BBITIIOJIHAIOT BOCCTAHOBIICHUE TAHHBIX;

- CO3JIAI0T U YIPABJISIIOT TECTOBBIMU KOH(pUrypamusmu b/1.

Taxmuuecxue (tactical) ABJ]:

- peau3yloT CXEMbI pa3MelleHus HHOoOpMalnH;

- YTBEPKIAIOT MPOLEAYPHI PE3CPBHOTO KOMMPOBAHUS Y BOCCTAHOBJIEHUSI TaHHBIX;

- pa3pabaThIBalOT W BHEAPSIOT CTPYKTYpHBIE 3yieMeHThl bJl: Tabmuibl, CTONOIHI,
pa3Mepsl OOBEKTOB, WHICKCAIMIO M T.I.; CleHapuu (scripts) m3meHeHus cxembl bJI;
KoH(uUrypannonusie mapamerpst b/1;

- YTBEPKAAIOT IUIAH JCUCTBUM B CIy4ae aBApUMNHOW CUTYAIUH.

Cmpamezuueckue (strategic) AB/I:

- BRIOMpArOT mocTaBiuka bJ;

- YCTaHaBJIMBAIOT KOPIIOPATHUBHBIC CTAHAAPThI JaHHBIX
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- BHEPSIOT METOJIbl OOMEHA JaHHBIMU B paMKax MPEANPUSITHUS;

- OIPENEIAIOT KOPIOPATUBHYIO CTPATETUIO PE3EPBUPOBAHUS U BOCCTAHOBIICHHUSI JAHHBIX

- YCTAHaBJIMBAIOT KOPIIOPATUBHBIA MOJAXOJA K JIMKBUJALIMM TOCJIEACTBUU aBapuu M
00€eCIeYeHUI0 JOCTYITHOCTH JIaHHBIX.

Cmapwue (senior) AB/I:

- TOCKOHAJIBHO 3HAIOT CBOM IIEPCOHAII,

- TIOJIB3YIOTCS BBICOKHM CIIPOCOM;

- MOT'YT HaIKUCaTh CKPHIT, KOTOPBIA OCBOOOIUT MX U3 3aMEPTOr0 CYHIyKa, OpPOIIEHHOTO
B OK€aH, U YPE3BbIUYAIHO TOPASATCS CBOUMH NPOU3BEICHUIMU;

- TPaTAT YUMY BpEMEHH Ha MOAroToBKY muaamux AB/JI;

- OYEHb IIEHATCS PYKOBOJCTBOM U MOJTY4YalOT OCLIECHbIE IEHbI U

Mnaowwue (junior) AB/]:

- Me4TaroT crath crapmmm AB/L;

- HE CJIMIIKOM CHJIbHBI B HAIIUCAHUU CKPUIITOB;

- UIMEIOT OOJIBIIYIO CKIOHHOCTh K UCIIOJIb30BAaHUIO CPEACTB ynpasieHus b/l;

- TOXK€ HEIJIOXO MOIYYaroT.

Ipuxnaounwie (application) ABJ:

- B Kypce HH()OPMAIMOHHBIX HYK/] KOMIIAHUU;

- IOMOTAIOT B pa3paboTKe MPUKIIAIHBIX 33]1a4;

- OTBEYAIOT 3a pa3pabOTKy CXEMbI U €€ U3MEHEHUS;

- BMecTe ¢ cucteMHbiM ABJl obecrnieunBalOT AOJKHBIM ypOBEHb PE3EPBUPOBAHUS /
BOCCTaHOBJICHUS IAHHBIX;

- 3aHAUMAIOTCs OCTPOEHUEM TeCTOBBIX b/l

Cucmemnuvie (system) AB/]:

- OTBEYAIOT 3a BCE HEOOXOAUMOE /ISl PE3EPBUPOBAHUS U BOCCTAHOBJICHHMSI IaHHBIX;

- KOHTPOJIUPYIOT MPOU3BOIUTENBHOCTh CUCTEMBI B LIEJIOM;

- OCYILIECTBIISAIOT IIOUCK U YCTPAHEHUE HEUCTIPABHOCTEM;

- B Kypce HbIHEIIHUX U Oyaymux norpedHocrei b/l B miiane eMkocTy;

- B KypcCe TEeKYLIEro cOCTOSAHUS U HYk1 B/I.

Haemmnwie (contract) AB/]:

- IpuUrjiiamaroTCs 1Mo KOHKPETHYIO 3aa4y HJIM B KAYECTBC KOHCYJIbTAHTOB,
12



- IepeIat0T IePCOHATY HEOOXOIUMbIC 3HAHUS,
- QUKCUPYIOT CBOM JIEUCTBUS;
- IOJDKHBI MPEKPACHO pa30upaThCs B COOTBETCTBYIOIICH 00J1aCcTH;
- XOPOIIIY B KAYECTBE BPEMEHHOI0 MEePCOHANa, /ISl OLICHKU MPOEKTA WJIA CUCTEMBI.
AOomunucmpamopwi-pykogooumenu.
- IPOBOJISIT €KEHEIENIbHbIE COBEIIAHUS;
- OIPEAENAIOT MEPEUCHb IEPBOOUEPEIHBIX 3a/1aY;
- YCTaHABJIMBAIOT U OTJIAIIAIOT OPUIIMATBHBIN KYpC U CTPATETHIO;
- YTBEPKIAIOT U KOPPEKTUPYIOT AOHKHOCTHBIE MHCTPYKIIMU U CIIUCOK 00sI3aHHOCTEH;
- CIIEAAT 3a HAJTMYUEM COOTBETCTBYIOIIEH JOKYMEHTAIIMH.
AOmunucmpamugHnle OnoGeu|eHUA
OrnoBeleHusi, OTHOCSIIUECS K CEepBEPYy WM K UCIIOJIB30BaHUIO pecypcoB. OHHU
YBEJIOMJISIIOT TOJB30BaTENEH O COOBITHUSIX, MPOUCXOASIIUX B CHCTEeME O€30MacHOCTU U
yIpaBJeHUs I0CTYIIOM, B C€aHCaX MOJb30BaTENeH, B CUCTEME YIPABJIEHUS MUTaHUEM (TIpU
HaJUYUU UCTOUYHHMKA OecriepeOOoHOro MUTaHus ), TP PEIIMKAIMY KaTajiora v Mpy nevyaTu.
Ecau koMIploTEp HMHUIMUPYET OMNOBEUICHUE, COOOIIEHHWE HAIpaBISEeTCs IO 3apaHee
OIPEIETIEHHOMY CITUCKY MOJIb30BaTEIEl U KOMIIBIOTEPOB.
Bonpocsl Aj1s1 cCaMOKOHTpOJISA
- O603HaYbTE OCHOBHBIC (DYHKIIMH aIMUHUCTPUPOBAHUS
- [IpuBenuTe OCHOBHBIE MTPOLIETYPHl AAMUHUCTPUPOBAHUS
- Pacckaxkute 00 McciieqoBaHUN aKTUBHOCTH
- O4KCTKA ayJUTOPCKUX 3alUCEN U3 ayJIUTOPCKOro KypHaia
- 3amura )XypHaJia pOBEPKHU
- [lepeuncnute OCHOBHBIE CITY>KObl aAIMUHUCTPUPOBAHUS
- [lepeuncnure KaTeropuu aIMUHUCTPATOPOB
- [IpuBenute knaccudukayio aIMUHACTPATOPOB 03 JTaHHBIX
- [TpuBeguTEe OCHOBHBIE IMUHUCTPATUBHBIC ONIOBEIICHUS.

O0BbeKTHI AAMUHUCTPHPOBAHUS

Ha GonpmmHcTBE COBPCMCHHBIX HpCI[HpHHTHﬁ, A BCACTCA aKTHUBHAA pa60Ta C

pa3IMYHBIMK MHPOPMALIMOHHBIMHU CUCTEMaMH, PaHO WM MO3/THO BCTAeT MpobdiieMa BBOAA,

13



CUCTEMaTH3alluK, 00pabOTKH U OE30MaCHOr0 XPaHEHUS 3HAUUTEIIBHBIX 00BHEMOB
uHpopmarui. Bepcun npuKIIagHbIX HHCTPYMEHTOB, Pa3IMIHBIC CTPYKTYPHI TAMSITH,
CUCTEMBI 3aIlIMTHI JAaHHBIX U Pa3HbIC BUJIBI DJICKTPOHHOU TOKYMEHTAIIUN OCCTIOPSAI0YHO
HAKAIUTUBAIOTCS B (DAMJIOBBIX CUCTEMAaX KOMIBIOTEPOB, 3aTPYIHSS MTOUCK HH(OpMAITUH,
KOJUIEKTUBHYIO PabOTy HaJl TOKYMEHTaMH, UX COTJIACOBAaHUE U COOJIIOICHNE
KOH(pUIEeHIIMATLHOCTH. Takum o0pa3oM, TpeOyeTcsi CpeCTBO YIpaBIeHHUs, KOTOPOE
MOTJI0 ObI 00ECTICYUTh BHICOKYIO 3(P(EeKTUBHOCTH PaOOTHI C HHPOPMAIIMOHHBIMU
cUCTeMaMu B MaciTabax Bcel opraHu3aiuu. J{Js pemeHus 3Toi 3aa4u UCTIOIb3YeTCs
aJIMUHHUCTPATOP UHPOPMALIMOHHBIX CUCTEM.

OO0beKTHI AAMUHUCTPUPOBAHUS

O6bexT Nel: HemocpenctBeHHO 00beKTHI HHDOPMAIIMOHHBIX cucTeM. KoHTpoIb 3a ero
Oecriepe0oitHBIM (YHKITMOHUPOBAHKUEM, a B CITydae BOZHUKHOBEHUSI HEUCTIPABHOCTEH
CBOEBPEMEHHOE COXPAHEHHE BAKHOU MH(OPMAIIUU U PE3EPBHOE KOTMPOBAHHE.

O0bexT Ne2: [IporpammHuoe obecniedeHre HHPOPMAITMOHHBIX CUCTEM, HEOOXOTUMOE TSI
NPEIOTBPAIICHHS U BBISIBICHHS CITy4acB BHEAPEHUS BPEIOHOCHBIX porpamm. Pa3zpaboTka
Y BHEJPEHHUE COOTBETCTBYIOIIUX MEP MPENOCTOPOKHOCTH. OTCISKHUBAHNE HOBEHTITIX
MIPOrpaMM U CPEACTB Jist 00pbOBI C BO3MOXKHBIM MTPOHUKHOBEHUEM BUPYCOB B CUCTEMY.
O0bexT Ne3: [1nanupoBaHue U MPOSKTUPOBAHUE MHPOPMAIIMOHHBIX cucTeM. [loaroroska
U pacueT Oyayiien Mpou3BOAUTENLHOCTH, TOJPOOHOE U3YUEHHE U KOPPEKTUPOBKA, a
BO3MOXHO, U pa3paboTKa MPOEKTHON JOKyMeHTaluu. /JJopaboTka KpuTeprueB MpUeMKU
UH(POPMAITMOHHBIX CUCTEM IO TaHHOE KOHKPETHOE TIPOU3BOACTRBO.

O0bekT Ned: OyHKIMOHUPOBAHUE KOMIIBIOTEPOB U ceTeid. ObecnieueHre npaBuIbHON U
Ha/IeKHOU paboThl MHGOPMALIMOHHBIX cCUCTeM. PerynnpoBanue u mpoBepka coOJII0IeHuUS
MPaBHJI SKCIUTyaTallii 000PYAO0BaHUS MOJIb30BATEISIMHU.

O0BexT Ne5: [IporpammHuoe obecniedeHne, HeOOXOAMMOE JIJIsl 3aIUTHl HH(POpMAIUU B
cersx. CHaOkeHHE CUCTEMbI, UMEIOIIEH KOH(PHUICHIMATbHbIE JAHHBIE, TTepelaBaeMbIe 110
OTKPBITHIM CETSIM CIEIHATILHBIMUA MEPaMH U CPEJICTBAMH, ONPEIETSIONIUMU UX TIPABOBYIO
U UTHGOPMAIIMOHHYIO OXpaHYy.

O0bekT Neb: DnekTpoHHBINM 00MeH JaHHBIMU. CTaHIAPTHI JIJIS 3alUThl HOCUTENEH
uH(pOpMaIUU BO BPEMsI UX TPaAaHCHOPTUPOBKU. OTCIEKUBAHUE CPOKOB JEHCTBUSA

JIALIEH3U .
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O0bekT Ne7: @usnueckas 3auura Hocurened nHpopmanuu. [IporpaMmmuoe odecrieueHue,
HE00X0IMMOE ISl MPEAOTBPALEHUS TOBPEXICHUN HH(POPMALIMOHHBIX PECYPCOB U
BO3HUKHOBEHUS MepeOdoeB B paboTe opranuzanuu. PazpaboTka cpeacTB 3alIUThI OT
XUILEHHUS 1 HECAHKLIIMOHUPOBAHHOI'O JJOCTYIA K CEKPETHBIM U KOH()HUIEHIMATbHBIM
JTAHHBIM OpraHHU3aLuy.

KoMnoHeHThI B BeIecHUH aIMHHUCTPATOPA HH(POPMALMOHHBIX CHCTEM

[Tonp3oBarens. CoznaHue W ygajdeHHE YYETHBIX 3amucei, uX OJIOKUpOBKa U
pa30JI0KUpOBaHNE, HACTPOMKA CLIEHApHEB BXO/a, KOHCYJIbTHUPOBAHHUE IOJIb30BATENIEH 110
pa3IMyYHBIM acreKkTaM paboThl C CHCTEMOM M HaXOXACHHUIO TE€X WU HHBIX PECYPCOB.
OO003HauUTh TPyMNIy TEXHUYECKOW MoAaepkKu. M BO3IOXKUTH Ha Hee O0A3aHHOCTH IO
YCTAaHOBKE M HACTPOMKE CETEBOI0 KJIMEHTCKOIO0 IIPOrpaMMHOrO OOEeCIeueHus Ha
KOMIIBIOTEpAX I0JIb30BATEICH.

VYrpasnenue aaHHbiMH. OOO3HAUEHHWE M YCTAHOBJIEHUE TPaHM JOCTyNa pPa3HbIX
NOJIb30BaTENel K KOHKPETHBIM pecypcam, NpoPHIaKTHIeCKoe 00CIyKMBaHHE 0a3 TaHHBIX
(MHIEeKcanus, ONTUMH3ALKs, YIIAKOBKA), OpraHU3allMsl pe3€pBHOIO KOMMMPOBAHUS.

[Tpon3BOAUTENFHOCTh U ONTUMHU3AIMS CHUCTEMBL. OTOOP M KOHKPETHOE H3y4EHHE
AMIUPUYECKUX MPABUII, TOMOTAOIIUX aIMUHUCTPATOPY BHOCUTh U3MEHEHUS B HACTPONKH
C MHHHMMAJIBHBIM PHUCKOM YyXYAILIMTH JPYrHE€ II0Ka3aTelId WIM CHEeNarb CHCTEMY
HepaboTocniocoOHO. CHMKEHUE pUCKAa BO3MOXKHOT'O HApYLIEHUS pabOThl CUCTEMBI MPU
OTKJIFOYEHHH OHOT'O U3 KOMIIOHEHTOB.

VYyer cucreMHbIXx pecypcoB. lloBblllieHHE NPOU3ZBOIUTEIBHOCTH CHUCTEMBI MpPH
IPOBEICHUH COOTBETCTBYIOIIEH MojaepHu3anuu. OOecrieyeHue BO3MOXKHOCTU IUIATHOIO
UCIIOJIb30BaHUsl pecypcoB. KOHTpOJIb UCTIONB30BaHMS JUCKOBOI'O MPOCTPAHCTBA, MEYATH,
yuder Tpaduka

Texuuueckoe oOciayxuBaHue ©u MojepHu3anus. OYUCTKAa OT TBUIM, CMa3Ka
BEHTWJISITOPOB, MOATSDKKA KPEIJIEHUH, KOHTPOJIb COCTOSHUSI aKKyMYJISITOPOB, U3MEHEHUE
dbusnueckoil ToOmoJOruHM ceTH. Pa3paboTka HMHCTPYKIMHM JJIsi CIY>KOBI TEXHUYECKOUN
nogaepxku. ['pamorHoe ¢opMynupoBaHHE 3asBOK Ha H3MEHEHHE allapaTHOM
KOHQUrypauuu. 3aKynka JAONOJHUTENIbHBIX JIMIEH3UH WIM OOHOBJIEHHOW BEpCUU
IPOrpaMMHOI0 00ECTIEYEHMSL.

VYrpaBieHus] akTUBHBIM CETEBBIM 000PYIOBAaHUEM U CETHIO B LIETIOM.
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Nudopmanmonnas 6e3onacHocTh. CocTaBiieHHE IUIaHa JOCTyNa MOJb30BaTenel K
pecypcaM H KOHTPOJIb €ro ucnojHeHus. OTCIeKUBaHUE TMOSABJICHUS PA3IMYHBIX
ySI3BUMOCTEH B UCMOJIb3YEMbIX OMEPAMOHHBIX CUCTEMaX.

Pa3padoTyuku npuJio:keHui U c1y:k0a 0€30MacHOCTH

B HekoTophIx ciydasx 0a3a JaHHBIX JOJDKHA TAK)KE€ UMETh OJTHOTO WJIM HECKOJIBKHUX
COTPYAHHUKOB CIy>kObl Oe3omacHocTd. KoTopble TiaBHBIM 00pa3oM OTBEYAIOT 3a
PETUCTPAIIMI0O HOBBIX  IOJb30BATENEH, YIOpaBI€HHE W  OTCIEKHUBAaHUE JOCTYIA
MOJIB30BaTelIeH K 0a3e IaHHBIX, U 3alIUTY 0a3bl JaHHBIX.

B 06s13aHHOCTH pa3zpaboTyrKa MPUIOKEHUN BXOIUT:

- MPOEKTUPOBAHUE U pa3pabOTKa MPWIOKEHUN TaHHbBIX;

- TPOEKTHPOBAHUE CTPYKTYpPbl JIaHHBIX B COOTBETCTBUU C TpeOOBaHUSIMU
IIPUII0KEHUM;

- OLICHKA TPEOOBaHUI MaMSTH ISl TPUIIOKEHUS;

- popmynupoBanre MOAU(PUKAIINNA CTPYKTYPHI TaAHHBIX JIJIST IPIIOKCHUS;

- Iepe/iaya BhIIECYIOMSHYTON HH(POpMAIINU aIMUHUCTPATOPY JaHHBIX;

- HACTpOMKa MPUJIOKEHHUSI B IIPOLIECCE €r0 pa3pabOoTKH;

- YCTaHOBKA Mep 110 3alUTe MPUJIOKEHUS B MPOLIECCE €ro pa3padOTKH.

Peanm3zanus ciay:k0 KaTajaoros

Cnyacoa kamanocoé — 3TO (PU3NYECKH pPACHpPEEIeHHOE, HO JIOTHYECKHU
LEHTPAIM30BAaHHOE XPaHWIMILE JAHHBIX, UCIONb3YEeMOE JJI1 aJIMUHUCTPUPOBAHUS BCEU
BBIYUCIIUTEIBHON Cpellbl U MO3BOJIAIONIEe COOpaTh BCIO MHGOPMAIIHMIO TT0JI00HOTO pojia B
oJHO# nporpamme. OHa 0O0ecrieunBaeT YHUBEPCAIbHBINA JOCTYI KO BCEM BBIYMCIUTEIbHBIM
pecypcaM, IpuyeM JJisl KaxK0ro MoJIb30BaTells BEJIETCA OJIHA yUeTHAas 3alliCh, HE3aBUCUMO
OT KOJMYECTBA CEPBEPOB U CEPBUCOB, KOTOpPBHIE 3TOT MOJB30BATENb IMOIY4YaeT B
pacnopspkenue. [lo cymectBy, ciayxObl KaTrajaoroB NpPEACTaBISIIOT COOOM CHCTEMBI
yKazareneu, pasmeniaeMbix B 0a3ax naHHbIX. Cimyk0a KaTajaoroB JOJDKHA 0OeCTedyuBaTh
CIMHYI0 COIJIACOBAHHYIO MH(POpPMAIIMIO O CETH, a TaK XK€ CPEeACTBa HICHTU(UKAIUH,
yIOPAaBJICHUS JTIOCTYNOM, HaBUTAIUU U Jpyrue yciayrd. OgHol W3 BaKHEWIIUX (yHKIUN
TaKUX CIYXKO SBJISETCS YCTAHOBIIEHUE COOTBETCTBUS MEXKIY CETEBbIMH HMMEHAMH,
JIOCTYTIOM TIOJIb30BAaTENIEe WM PECYpCcOB U CETEBBIMU ajpecaMu. ITa (yHKIHUA,

Ha3bIBaeMasi CIy>K00il HMeH, TOo3BoJiseT paboTaTh C MPOCTHIMU TICEBAOHUMAMH U
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MEepPEeBOJUTh UX B MAIIMHHBIC ajipeca (Wi oToOpa)xkaTh B Takou dopme).

Cnyx0a katajsoroB o0si3aHa 00J1a1aTh CIEIYIOIMUM HAOOPOM CBOMCTB:

[Tonw3oBaTenb JOMKEH MOAy4aTh JOCTYI KO BCEM Pa3pEelICHHBIM JJISl HETO ClIyk0am,
pecypcamM ¥ TMPUIIOKEHUSIM IMOCJIE €IMHCTBEHHOI'O MOJKIIOYEeHUs: K certu. s sroro
noTpedyercsi ompeneieHHass CTENeHb OTKPBITOCTH pEUIeHUH Cciyk0 Karamoros. Jlis
yCHEmHOro (YHKIMOHUPOBAHUS CHCTEMBI pa3pabOTUYMKaM TMPUIOKEHUW  CIeayeT
PETYCMOTPETh MOAEPKKY CIIYKOBI KATAIIOTOB B CBOUX MPHIIOKCHHSX.

Best undopmarius 0 BBIYMCIUTENBRHON Cpefie TOJKHA XPAaHUTCA B PACTpeeIeHHON
dopme. [laHHbIE clielyeT peIIMIMPOBaTh Ha HECKOJIbKO cepBepoB. B aTtom ciyuae
MOJIb30BaTENIb MM CIIy*k0a, KOTOPHIM MOTpPeOOBaJICA IOCTYN K HHGPOPMALMHU, MOTYT
MOJIy4aTh €€ C OTHOCUTEIBHO OJM3KOr0 M YA0OHOTO /ISl HUX CEpBeEpA.

Jlns ompeneneHus LETOCTHOCTH WHGOpMalMK, IOCTYMAIIEH B pacloOpsKeHUE
HECKOJIbKUX TMOJIb30BaTeeH, HY)KHA MOJJEPKKa PEIUIMIIMPOBaHUs JaHHbIX. M3MeHeHus,
BHECEHHBIE B OJIMH U3 YYaCTKOB KaTajiora, HeOOX0AMMO NepeaaBaTh BCeM a0OHEHTaM CETH
JUJISl TApaHTUU TOXKJIECTBEHHOCTH MH(OPMAIIMU BHE 3aBUCUMOCTH OT MECTA €€ MOJIYyUYEHHSL.

Cuctema J0KHA TMOAAEPKUBATH 3alpOChl, COCTABJICHHbIE KAaK HA OCHOBAHUU
KOHKPETHBIX MapaMeTpoB (UMsi, HOMep TelleoHa U T.11.), TaK U MPU PACIIMPEHHOM TTOUCKE
(HampuMep, Bce IIBETHBIE IPUHTEPHI HA MTEPBOM dTaxke). Ciryx0a KaTaaoroB JEUCTBYET IO
NPUHLMUITY CIpaBoyHOro wusganHus <«OKenteie crpanunbe». C ee MOMONIBIO MOYKHO
OIPEACNIATh MECTOIOJIOKEHUE HYXKHOM CIyKObl MO0 UMEHU WM MPOU3BOAUTH MOUCK I10
OTpE/ICTICHHBIM KaTErOpUSIM.

B03MOXXHOCTh  aJIMUHUCTPUPOBAHUS HE JIOJKHA 3aBUCETh OT (DPU3UYECKOrO
PACIIOJIOKEHHSI CUCTEMbl. JTO O3HAYaeT OTKa3 OT HEOOXOIMMOCTH YETKO OMpPEAeIsiTh
MECTOHAX0XJICHUS TaHHBIX cpeacTB. K mpumepy, mosiBasieTCsl BO3MOXKHOCTH MOJTHOTO WU
YAaCTUYHOT'O Ha3HAYEHUS MPaB aJIMUHUCTPUPOBAHUS OTJIETbHBIX YYACTKOB KaTauora.

33,[[21‘-11/1 AIMUHUCTPHUPOBAHMA IMPCICTABJICHBI HA PUCYHKC
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COHaAbHbBIE
AnNoHEHMA

ICEl

230BATENM
TOAbHbBIX
ABEHOTER0E

BeszonacHocTb

KoHpKrypaums,
npo dKam

Weasarenm

AfpecHan KHKra,
MapLWUPYTHEaLMA

HoH$Uypamum,
Mo AMTHKK

Meyarth,
KOHPUMYpHpoOEaHME

3anpockl

Mo grn Y eHMA

YMNPAaene

AocTynom
Caybol

BOl'IpOCLI I CAMOKOHTPOJIA:

- HazoBute Hanbonee 3HauMMble 00BbEKTHI A IMUHUCTPUPOBAHMUS

- O003HaYbTE KOMIIOHEHTHI B BEICHUH aIMUHUCTPATOpPa HH()OPMALIUOHHBIX CUCTEM

- [IpuBenuTe nprmMepsl pazpabOTUMKOB IPHUIIOKEHUHN U CITy>KO 0€301aCHOCTH

- Pacckaxwue peann3amnuro ciryx0 KaTaiaoros

- [IpuBennTe OCHOBHBIE 3a/1a4K AIMUHUCTPUPOBAHUS
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HpOTOKOJI, CTEK NMPOTOKO0J10B

Apxurekrypa ceteid TCP/IP

MpunoxeHue MpunoxeHune
A A
TCP UDP

ICMP < > IP ARP RARP

IP - best-effort connectionless packet transfer

VA
®dusnyeckas cetb

Cocras cteka nportokoJioB TCP/IP

B cocraB creka mporokonoB TCP/IP, kpoMe maBmIMX Ha3BaHUE O3TUM CETAM
npotokosioB Transmission Control Protocol u Internet Protocol, Bxoxst: User Datagram
Protocol (UDP), Internet Control Message Protocol (ICMP), ARP (Address Resolution
Protocol), RARP (Reverse Address Resolution Protocol) u psix mpoTokoi10B MpHKIIaTHOTO
ypoBHs, B uactHoctd TELNET, FTP, SMTP, SNMP u HTTP.

B otnuume ot 7-mu ypoBHeBoit Mogenu OSI nporokonbrelii crek TCP/IP pazout Ha 4
ypoBus. CereBoit ypoBenb (IP) obOecneunBaer mepenayy wuHGOpMAMKM —Yepes3
MIPOU3BOJILHYIO KOMOMHAIIUIO CETeH, HCIOJIB3YIOMMUX ATOT K€ Habop mpotokoiyos. IP-
MPOTOKOJI MNpeaoCTaBJsA€T JUIIb OJAMH BHA CEPBHCA — Iepeaavy IMaAKETOB oe3
NpeABAPUTEJIbHOI0 YCTAHOBJCHHUS COCAMHCHHUA M HACTOJbBKO XO0pPOIIO0, HACKOJbKO
noaxyuntbesi (best-effort connectionless packet transfer). ITakersl mepechbLIarOTCS MEXITY
y3laMi ~ KOMMYTalluu 0€3 TMpeJABApUTEIBHOTO YCTAHOBJIICHUS COCAWHEHUS, OHU

MapmpyTHU3UPYIOTCA HE3ABUCHUMO, U ITAKCTHI OJHOI'O IMPHUIIOKCHUA MOT'YT JOCTABJIATBHCA 110
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pPa3HBIM MapuipyTaMm. Y3iIbl KOMMYTAIlMH, COCAWHSIONIUE CMEXKHBIC CETH, MOTYT
UCTIBITBIBATh MEPErPy3KH M YHUYTOXKATh MakeThl. OTBETCTBEHHOCTH 3a BOCCTAHOBIICHUE
YTEPSHHBIX TAKETOB W HAJISKAIIUNA TOPSATOK HMX TMepefavyd MPHIOKCHHUIO JIGKUT Ha
TPaHCTIOPTHOM YPOBHE, KOTOPBIN MpeacTanieH npoTokogamu 1CP u UDP.

Pa3znooOpa3ue TpeboBaHMii CETEBbIX MPUIOKEHUN 00YCIOBUIO HEOOXOUMOCTD JIBYX
MIPOTOKOJIOB TPAHCTIOPTHOTO ypOBHs. Tak, Hampumep, MPWIOKEHHUS nepeaaun (HanaoB u
web (FTP, HTTP) nns mepechutku cBoux cooOmieHmnid ucnoib3yroT TCP, B To Bpems kak
NPUIOKCHUS YIIPABICHUS CETEBBIMU ycTpoiicTBamu, ciyx0a umern (SNMP, DNS),
MOTOKOBBIC MPUIIOKEHUS PEATIbHOI0 BPEMEHU HCHOJIb3YIOT B KayeCTBE TPAHCIIOPTHOIO
nporokosia UDP. Jlanee 6ynem Ha3biBaTh npotokoiibHbIe 0110k TCP cermenTamu, a 010ku
UDP — neiitorpamMmmamu.

CereBoii  ypoBeHb (mpoTokoa |P) MynbTUIUIEKCHPYET MPOTOKOJIbHBIE OJIOKU
TPaHCTIOPTHOTO YpOBHsI B |P- MOTOKM; TTPH 3TOM CErMEHTHI TPAHCIIOPTHOT'O YPOBHS MOTYT
dbparMeHTHpPOBAThCA (€CIM OHU TPEBBIMIAIOT MAaKCHUMAJbHO JOIYCTUMBIA pasMep,
OTpeeNsieMblii KaHAIbHBIM TPOTOKOJIOM). IIpoTokonbubie O60ku IP 00bIYHO HA3bIBAIOT
MaKETaMH.

ITocne BblUMCIEHHA MaplIpyTa Iepeladyd Makera, nocpenctBom mpotokona ARP
orpezaensercs Gu3ndecKuii aaApec CIeyoEero Ha MapuIpyTe XOCTa U MAKeT HAMIPaBIseTCs
Ha ¢pu3nUecKuil ypoBeHb ceTu. lHOTr1a ObIBaeT HEOOXOIUMO PEIUTh 00pPaTHYIO 3a7auy, TO
€CTh MO0 3aJaHHOMY (U3MYECKOMY aJpecy ONpeNeuTh JIOTMUEeCKHIl CeTeBOM ajapec
ycTpoiictBa. B uacTHocTH, 5Ta mpoOiema akTyalbHa MOl TPOLEAYpPhl 3arpy3Ku
0€3IMCKOBBIX CTaHIIMM, KOT/Ia TaKas CTAHIIMS PACCHLIACT B IIUPOKOBEIIATEIIEHOM PEXUME
3ampoc, coaepkamuii ee (GU3MYECKUl ajpec U «IIpocbOy» COOOUIUTH €M JIOrHYeCKHUi
ceTeBor azapec. DToT 3ampoc obOpabareiBaercsi cepBepoM RARP, xotopeiit u mepemaer
MOCJIABIIIEH €r0 CTAaHIIUU TPedyeMyto HH(POpMAIIHIO.

®dmnuecknii ypoBeb TCP/IP cetm MoxeT WCHOIB30BaTh JIFOOYIO TEXHOJIOTHIO
kanajgpHOro ypoBHs — Ethernet, Token Ring, ATM, PPP u T.1. Ho mis obecnieuenus
MPO3PAYHOCTH (PU3UYECKOTO YPOBHA HEOOXOAMMO, YTOOBI Ha CETEBOM YPOBHE ObLIH
NPEeNyCMOTPEHBI TPOLEAYphl JAepparMeHTalMd TaKeTOB JO pa3Mepa, pa3pelieHHOro
COOTBETCTBYIOIIUM TMPOTOKOJIOM KaHaJbHOro YypoBHs. OOparHas mpoueaypa, T.e.

06’E>CJII/IH€HI/I€ I[MAaKCTOB MaJIbIX PasMCpPOB OO BCIHNYHHBI, HpHCMJ’I@MOﬁ Ha KaHaJIbHOM
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YpOBHE, HE TIPEAyCMaTPUBACTCS.

Apxurektypa cereit TCP/IP

‘ BkntouaeT Homepa NopTOB MCTOUHUKA U HTTP-3anp0c

Ha3Ha4veHus

BkntovaeT IP-agpeca XO0CTOB UCTOYHMKA U
Ha3Ha4YeHna 1 Tun TpaHCnopT. NpOoTOKoONa

TCP-
3aroyioBoK

Bkntovaet dmanyeckne-agpeca XocToBum
TN CEeTeBOro NpoToKona

IP-
3arofoBoK

Ethernet- KoHTp.
3aroJI0BoK cymma
Kagpa

HNukancyasinus npoToKoJabHbIX 6J10k0B B TCP/IP creke

[IpoTokonbHBIE OJOKM  BBHIMICNEKANIUX YPOBHEH WHKANCYIUPYIOTCS B
IPOTOKOJIbHBIE OJIOKM HIDKETEXKAIINX YpPOBHEH Tak, KaK 9TO IOKa3aHO Ha
cmaiine. Ilpum 3TOM, OJIOK KaXIOTO YPOBHS COJEPKHUT CIEIUPUIECKYIO

I/IH(l)OpMaIII/II-O, IMO3BOJIAOIIYO TOYHO aJipeCoBaTb C€ro. TaK, CECIMCHT
TCP (UDP-
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JefTorpaMma) COJIEpPXHT B CBOEM 3arojoBKe HOMEp MOPTAa, OJIHO3HAYHO
OTIPENIECTIAIONIUN MPUIIOKEHNE, KOTOPOMY OH mnpuHamiexur. |P-maker aapecyercs
JIOTMYECKHUM  aJpecoM XOCTa, TaKXe OJHO3HAYHO OIpeAesiolM €ro B
pactpeneneHHol cetu. Kaap kaHanmbHOTO ypOBHS BKJIIOUAET B ce0sl (pu3mueckuii aapec

OJIDKaNIIIero Ha MapIIpyTe JOCTABKH XOCTa, KOTOPOMY HEOOXOUMO TepeaTh MaKeT.

IP-nipoToko..

OcnoBao# nporokon creka TCP/IP, - Internet Protocol (IP), - mo cBouM ¢GyHKIUSM
COOTBETCTBYET CETEBOMY YPOBHIO MOJICIH B3aMMOJEHUCTBHsI OTKPHIThIX crcteM (OSI).
MexaHu3MBl TIPOTOKOJIA, omucaHHble B gokymMeHte RFC 791, obecneuumBaroT
HEHAJCKHYI0 JIOCTaBKy IIaKETOB JIAHHBIX MEXKIY CETCBBIMH yCTpOHCTBaMHU
(ycTpoiicTBamMHu, HMMEIONIMMU CETEBOW aJpec) B pekuUMe 03 MpeaBapUTEILHOTO
YCTAHOBJICHUSI COEAWHEHMs (IEUTOrpaMMHBII CEpBHUC). DTOT THUI CEpPBHUCA YaCTO
Ha3bIBAIOT CEPBUCOM «HACTOIBKO XOpOIIo, kKak moyauthes» (best effort service), uro
OTpa)kaeT OTCYTCTBHE B MPOTOKOJIEC MPOLIETYP KOHTPOJIS TOCTaBKHU MakeToB. Pemenue
3a/1auv HaJIGKHOCTH JJOCTABKU BO3JIAraeTcsi Ha MPOTOKOJIbI BEpXHUX YPOBHEMH, TTIABHBIM
obopazom Ha TCP. OcHOBHbIMU (PYHKIIUSMU TIpOTOKOJA IP sSBIsIOTCS:

(dopMUpOBaHUE TTAKETOB U3 CETMEHTOB TPAHCIIOPTHOTO YPOBHS, C TIPEABAPUTEIHHON
dbparmenTanuei (eciu HEOOXOAMMO) TTOCIETHUX;

oOecIieueHue JIOTHIECKOM aJIpecaliii CETEBIX YCTPONUCTB

NoJJEpKKa MpoLlecca MapipyTU3aliu

MPOJBHKEHUE MTAKETOB OT OJJHOI0 y3ja KOMMYTAaIUH JI0 APYToro.

Crpykrypa IP — nakera

0 4 8 16 31
Bepcust liimna [Tum cepBuca O6masn pauHa nakera (Total
N\ /arcinn (11 (TN I annht)
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Nnentudguxarop

Diaarn  |(CMelieHue pparMeHTa

Bpems :xu3HU

(TTI1

IIpoToxo.a (cMm.

)
OTENTE O TEQNNTE

KoHTpoJbHast cymMmMa

Anpec ormpaButens (Source IP address)

Anpec noxyuartens (Destination IP address)

Onuuu (moJie nepeMeHHoN TUHbI)

BoipaBHuBanme 10 32 Out

(naddinn)

®opmar 3aronoBka [P-makera

Crpykrypa IP-nakera.
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Oyukiuu IP-npoTokona peain3yroTcs MOCPECTBOM CIENUATBLHON CTPYKTYpPhI 3arojioBKa

nakera, popmar KOTOpOro NpUBEJEH HA CIalje.

3aroia0BOK COAEPKUT MOJsl PUKCUPOBAHHOM MyuHbI (TIepBbie 20 6alfT) U MoJe MepEMEHHOM
JUTUHBI (TI0JIE OIMIMI), pa3Mep KOTOporo mMoxker aocturath 40 Oair. JIJ1s BEIpaBHUBaHUS
3TOrO ToJIsA 1Mo 32 OWTHOW TpaHUIle NpeaycMoTpeHo moie «BripaBHuBanue» (Padding)

KOTOPOC 3aIIOIHACTCA HYJIAMU. PaCCMOTpI/IM Ha3HA4YCHME MOJIeH 3aroJ0BKa.

Bepcusi (\Version) — mojie onpezenseT HOMEP BepCHM NPOTOKoJia. B HacTosiiiee Bpems
UCITIONIb3YEeTCA BEpCHs 4 U BeIeTCsl aKTUBHAS TOATOTOBKA K NEPEX0y Ha Bepcuto 6. Bepcus
5 omnwuceiBaer nporokon ST2, pa3paOoTaHHBIM [ MepeJayd JaHHBIX TOTOKOBBIX
IPWIOKEHUM peanbHoro BpemeHu. [lose mpoBepsiercs nepes o0padoTKoM makeTa U MaKeThl
HECOIIACYIONIIEHCs C MPOTOKOJIBHBIM CTEKOM IPUEMHHKAa BEpCUEH, OTOpaChIBAIOTCS.
OIHOBPEMEHHO, BKJIOUYEHHE BEPCUU B KXY JEUTOrpaMMy MO3BOJSET HUCIOIb30BaTh
pa3HbIe, HO COTJIACYIOIIHNECS, BEPCUM HA PA3HBIX XOCTaX.

Juna 3aroaoBka (Internet Header Length, IHL) - [Toste onpenensieT IiMHY 3aroioBka,
U3MEpEeHHYI0 B 32-OUTHBIX cioBaX. KOppeKTHbIN 3aroI0BOK UMEET JIJIMHY HE MEHEE 5 CJIOB.
Jlnuna nonst onuuit (B 32- pa3psiHBIX CIOBAaX ) MOXET OBITh OIpe/elieHa Kak 3HAYeHHE
ATOrO MOJISI MUHYC 5.

Tun cepsuca (Type of service, ToS) — omnpenensier TUm TpeOyeMOro 0o0CIyKHBaHHUS
naketa. [lepBbie Tpu OWTa 3a7ar0T ypOBEeHb HpuopureTa obdciyxuBanus (0-7), 3-5 OuTh
ONPEIETISAIOT TPEOOBaHUS K 3aJIepkKKe (Kakas MOJYy4UTCs, HU3Kasi), YpOBEHb MPOMYCKHOM
crtocoOHOCTH (OOBIYHBIN, BHICOKHIT) U HAJIEKHOCTb JOCTABKH (KaKas MOJIYYUTCS, BBICOKAs).
[IpakTuyecku, Oofblllasi 4YacTb MAapIIPYTHU3aTOPOB HUTHOPUPYET JIaHHBIE HSTOTO TIOJIA.
OpHaKo B HACTOSAIIEE BPEMS B CBS3U C pa3pabOTKON MexaHU3MOB oOecrieueHus B IP-ceTsax
CIIyk0 C rapaHMpOBAaHHBIM KaYECTBOM OOCITYKMBAHUS JIENIAIOTCS IMOMBITKA UCTIOIB30BaHUS
3HAYEHUM ITOTO ITOJIS.

Oo6mas nauna (Total length) - mosie comepkut o0IIyIO JIMHY MaKkeTa, pa3Mep KOTOPOIro
HE MOXET MpeBblmaTh 65535 Oaifr. IIpakThuecku mMakeThl TaKOW JJIMHBI HUKOTAa HE
UCIIOJIB3YIOTCS, TIOCKOJIBKY TEXHOJIOTMM KAaHAJIBHOTO YPOBHSA HAKJIAJbIBAIOT CBOH

orpannyeHus. Tak, Ethernet ne nonyckaer kaapos ¢ mmHoi 6onee 1500 Gaiitr, FDDI — 4096
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OaiT u 1.1. B 3T0M CcBsI3U, npoTokon IP BeimonHseT (parMeHTalN0 CETMEHTOB JAHHBIX,
nocrynatomux k Hemy ot [TCP u UDP mporokonos. Cneayer OTMETHTb, YTO
MapIIpyTU3aTOP HE BBIMOJIHIET COOPKY MAaKETOB, JaXEe €CIU CJEeAyIollas CeTb HUMEeT
napamerp MTU (Maximum Transmission Unit), momyckaromuii 0osiee KpyIHbBIE MMAKETHI.
COopka makeToB B UCXOJHBIM CETMEHT IMPOU3BOJIUTCSA HA MECTE Ha3HAYCHUSI.

[Tons «penTudukarop», «@aarm» u «Cmemenue gparMmeHTa) yrnpasisioT IPOIECCOM
COOpKH CerMeHTa.

Bpems xu3zau (Time to live, TTL) - none, onpeaensioiiee MaKCUMaIbHOE BPeMsi, KOTOPOE
MaKkeT MOKET CYIIECTBOBATh B CETU. 3HAUEHUE ITOT0 MOJIs (B CEKYHJIaX) YCTaHABIMBACTCS
OpU OTIPABKE IIAKETa W YMEHBIIAETCS HA EOUHUILY II0 Mepe INPOXOXKAECHUS WM
MapuipyTu3aTopoB. IIpm JOOCTMKEHMM HYJIEBOrO 3HAYEHHS OSTOrO0 MO  MaKeT
YHAUYTOXKAETCSl. MakCUMaIbHOE 3HAYCHHUE TN — 255 CeKyHI. DTOT MEXaHU3M IOMOTaeT
M30€XKaTh MEPErpy30K CETH MPU BO3HUKHOBEHUHU OIMIMOOK B TaOJUIIAX MapIIpyH3alluH,

MPUBOJSIIUX K 00OpPa30BAHUIO TIETEIb.

25



. Crpyxkrypa IP — nakera

. 3HayeHue | ° KiroueBoe . IIpoToko

. 0 . Reserved . 3ape3epBHPOBAHO
. 1 . ICMP Internet Control Message
. 2 . IGMP Internet Group Management
. 4 . IP . Internet Protocol
. 6 . TCP Transmission Control Protocol

. 17 . UDP User Datagram Protocol

. 89 . OSPF Open Shortest Path First

. [Tone «ITpoTokon» 3aronoBka IP-nmakera

Iporoxoa (Protocol) — mone ykaspiBaer mMoayiato kakoro mporokona (TCP, UDP,

ICMP) nepenary nonmydeHHsiii IP-maker. Ha ciaiine 5. mpuBeneHbl 3HaYEHUS 3TOTO

OJIST JISl HEKOTOPBIX M3 TPOTOKOJIOB. B nampHelmem Hac OymyT nHTepecoBaTh 1CP,

UDP, ICMP.
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Crpykrypa IP — nakera

0 4 8 16 31
. Be | JLaje Tun o OO0mas JauHa makeTa
nae AAN CONDIINAO (Total 1 annht)
. HNnenTudguxkarop o D CMmemenne
> % al ll\“ﬂ]"llﬂ""l"n
. Bpems . IIporokoa | KonrpoabHas cymma
ANAEADENEN {l\ll N TENTE

. Anpec ornpasutesi (Source IP address)

. Anpec noay4aress (Destination IP

addrace)
. Onuuu (moJjie mepeMeHHOM AJIMHbDI) . BoipaBHUBaHue 10

27 Ruawr (naddinao)

®opmar 3aronoska [P-nmakera

Kontpoasnas cymma (Header checksum) — mosie copepkut 3HaueHUE KOHTPOIBHOMN
CYMMBI, PACCUMTAaHHOM TOJILKO IO 3arojioBKY. [TocKoNIbKY 3HaUeHUsI HEKOTOPBIX MOJIeH
3aroJioBKa M3MEHSIOTCS 10 MEpe MPOXOXKIEHUs Makera mo Mapuipyty (mome TTL,
HaAIMpuMep), TO 3HAUYCHUSI PACCMATPUBAEMOTI0 TIOJISI MPOBEPSIOTCS U MEPECUUTHIBAIOTCS
Ha KaXJIOM MapIIpyTH3aTope. ITOT MEXaHU3M SIBJISIETCS €IMHCTBEHHBIM CPEJICTBOM
oOecrieyeHus: JOCTOBEPHOCTH Mepeaadn, coaepraummcs B nporokodie IP.

Anpec ornpaButesasi (Source IP address) u Aapec mosayuarensi (Destination IP
address) — mons oawHakoBOH uHMHBI (32 OMTa), comepiKallle COOTBETCTBYIOILIHE
anpeca. [IpaBuna agpecaruu B IP-ceTsix OyAyT pacCMOTpEHBI Aajiee.

Onuun (Options) — HeobA3aTeabHOE 1T0JIE, HCIIONIB3yEeMOE IPU OTIAAKE CeTel U s
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3amnpoca Omnpee’IeHHbIX crenu@uieckux mpouenyp oopabotku. B HacTosiee Bpems
UCTIONB3yeTCs KpallHe peako. B cBs3M ¢  pa3pabOTKOM HOBBIX IPOTOKOJIOB,
oOecrieunBalOIMMX OOJBIIYI0 THOKOCTH B 00pabotke IP-Tpaduka, BO3MOXHOCTH
UCTIONB30BAaHUS JITHX TOJICH BHOBH CTajla MPEAMETOM OOCYKIEHUS KOMHUTETOB IIO

CTaHJapTU3alUH.

IIpy nomy4yeHnn nakeTa MapuIpyTU3aTOpP BBIYMCIISIET KOHTPOJIBHYIO CYMMY 3arOojoBKa
[TAKEeTa U, €CJIM OHA HE COBNAJAET CO 3HaUeHueM noiis «KOHTposbHAs CyMMay, TO MaKET
orOpaceiBaeTcs. IIpu  TOJTOKHUTENBHOM pe3yibTare MPOBEPKU, POUZBOIAUTCS
M3MEHEHHUE HEKOTOPBIX NIOJIEW U PACCUUTHIBACTCS HOBOE 3HAYECHUE I1OJIA

«KoHTponbHas cymmay. 3areM Mo TaOJauIle MapHIpyTH3alUUA OIPEACNsIeTCS aapec
CJIEITYIOIIEr0 MapIIpyTU3aTopa, Ha KOTOPBIN JOJIKEH ObITh HAMIPABJIEH ATOT MAKET, U OH

nepeiaeTcsi Ha COOTBETCTBYIOIIMM UHTEp(ETic.
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Anpecanus B ceTsx IP

0 8 16 31
0| Appec cetn Aapec xocTta Caace A
1|0 Anpec cety Anpec xocTa Kaacc B
. Kaace C Kiace D
1(1(0 Anpec cetun Anpec xocTta
111)1]0 MpynnoBoWu agpec
. K |- 3HayeH | Koaunuecr|* Koauue | YaeabHbIH
b | e BO ceTeH CTBO BeC KJiacca
ac IEDBOr0 XO0CTOB B aIDECHOM
. Al 001 - 126| - 126 . 16 . 50
. B | 128 — 191 - 16 . 65 . 25
. C 192 - 223 | 2 097 . 254 . 12,5

. 6

Anpecanus B cersx IP.

Jna maeHTUHUKAMK KaXXJIoro KommbioTepa B IP-ceTm HeoOXoguma cucTeMa HX
aapecauuu. Ilpm >TOM y4MTBIBAE€TCs, YTO CETEBBIE YCTPOMCTBA (KOMIIBIOTED,
MapLIpyTH3aTOp U T.J.) MOTYT UMETh HECKOJIBKO CETE€BBIX MHTEP(EICOB, U KaXKIbli U3
HUX JOJDKEH MMETh YHUKaJbHBIM ajnpec. Eciam oOpatuTbcs K aHaJOTMU OOBIUHOM
aJipeCHO cUCTEMBI (yJINLA, I0M, KBapTHUPa), TO CTAHOBUTHCS SICHOM 11€71€CO00Pa3HOCTh
NOCTPOEHUS] CUCTEMBI CETEBOM aJipecalliy Mo uepapxuu «ceTb-unTepdeincy. [Ipunsaras
B cersx IP cuctema agpecaruu onucana B qokymentax RFC 990 u RFC 997. Kaxnoe
CETEBOE YCTPOMCTBO UMEET aJipeca TPeX TUIIOB:

@u3NYeCKnd ajapec ysia, ONPEACHseMbId HCIIOIb3YEMOW TEXHOJIOTHEW KaHAJIBbHOIO
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ypoBHs. Jlis Ethernet — ato MAC-anpec ero cereBoii kapThl, Ha3HaYaeMblid (HUPMO¥A-
npousBoautesaeM. OH npeacTaBisieT co0o0i mecTu-0ainToBOE YUCIIO, TIEpBhIe TPHU OaiTa
KOTOPOT'O OJTHO3HAYHO ONPEIEISIIOT (GUPMY-TIPOU3BOAUTENS, a TIOCISIHNAE TpH OaiTa —
YHHUKAJIBHBI JIJIS1 KQXKI0M KapTOYKH, TPOU3BEICHHON B paMKax JaHHOU (QUPMBI.

IP-anpec, cocrosmuii u3 4-x OANTOB, M TAK)KE SBJISIOIINIICS COBEPIIIEHHO YHUKAIHHBIM.
CHUMBOJBHBIN HICHTH(PHUKATOp — MM, Ha3HAYaeMOe 10 OMNPEICICHHBIM MpaBWiIaM U

SIBJISIIOLLIEECS] TIOJIHBIM dKBUBaJIeHTOM IP-anpeca.

IP-agpec cTpoutcs 1o AByXypOBHEBOW HepapXuu, T.€. OH 00BEIUHSET B ce0e aJpec CeTu
U azipec xocrta. Paznenenne ceTeBoro ajpeca Ha 2 4acTu UMEET OOJBIION TPAKTUIECKUN
CMBICJ, MO0 MO3BOJISIET MArUCTPajIbHBIM MaplIpyTU3aTOpPaM CYIIECTBEHHO COKPAaTUTh
pa3Mep CBOMX TaOIUI KOMMYTalud, (GOpMUPYsS MX HAa OCHOBAHHUU TOJIBKO CETEBOM
yacTH ajpeca Ha3HaueHus. s yAOBIEeTBOpeHHs NMOTPEOHOCTEM aapecaldu cereu
paznuyHoro maciuraba ObUIM BBEAEHBI HECKOJBKO KIJIACCOB CETEH, OTJIMYAIOLIUECs
pa3MepoMm ToJiel, OTBOAMMBIX JUIsl YKa3aHUs HOMepa ceTu U HoMepa xocTa. [Ipu stom,
pa3Mep moJid MOJHOro ajapeca Bceraa paBeH 32 OutaMm. CTpyKTypa aapecoB cerei

Pa3HbIX KJIaCCOB MPUBEJEHA Ha Claiijie.
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IP-anpec 00bIUHO 3amuchiBaeTcss B (GopMe 4-X TPEXpaspsAHBIX JECATUYHBIX YHCE,
paszieneHHbIX Toukoi. Kaxkioe u3 3TUX JECATUYHBIX YUCEN COOTBETCTBYET OJJHOMY OaMTy
JIBOMYHOT O MpeCTaBlIeHus aapeca. Tak, HanpuMmep, agpec 10000000 10000111 01000100
00000101 B mecstTuuHoM mpencrtabieHun uMmeeT Bua 128.135.68.5. B atom ciyuae, T.K.
nepBbie 1Ba O6uta aapeca — 10, To 3TO aapec XocTa, MpUHAJIEKAIIEr0 ceTH Kiacca B wu,

CJIeI0BATENbHO, JIEBbIE 16 OUT ABIISIOTCS aApPECOM CETH, a MpaBbiel 6 OUT — agpecoM XocTa.

Hekotopsie aapeca sBISIOTCS 3ape3€pBUPOBAHHBIMU U HE MOT'YT NMPUCBAUBATHCS XOCTaM.
Tak, agpec 127.x.x.X (X — o3HayaeT Jr000€ uYmcio, oObraHO () 3ape3epBUPOBAH IS
00paTHO CBSI31, UCTIOJIB3YEMOU MPU TECTUPOBAHUH B3aUMOICHCTBUS MTPOILIECCOB HA OJTHOM
cereBoi craHumu. Korja mnpuiioKeHHE HCMIONIb3YeT STOT aJpec B KayecTBE ajapeca
Ha3HaueHus, ctek 1CP/IP manHOro xocra Bo3BpamiaeT JaHHbBIC MPHIOKECHHIO, HUYEr0 HE
nepenaBas Ha Qusnueckuit unHrepdeiic. [loaTomy aapeca, HaumHaroumecs Ha 127,
3amnpelaeTcs MPUcBanuBaTh CETEBBIM YCTpOMCTBaM. J[pyrum 3ape3epBUPOBAHHBIM aIPECOM
SIBJISIETCS, TaK HA3bIBAEMBIM, IITUPOKOBEIIATEIBHBIN ajpec, coaepxaniuii 1, uiu 0, Bo Bcex
cBoux Outax. [laker ¢ aapecoM HazHaueHus 255.255.255.255 (1.1.1.1) 6yner mocraBiieH
BCEM YCTpPOICTBAaM CE€TH, K KOTOPOM MPUHAIIEKUT y3€ld- OTIpaBUTENb, HO
MapIIpyTH3aTOpbl TaKhe TakeThl He oOpabarwiBatoT. CyIIECTBYeT W HAIPABJICHHOE
IIMPOKOBEIIAHUE — CHOCcO0 ajpecaluu, MpPU KOTOPOM OJIMH IAKET, OTOCJIAaHHBIA B
OTIPEICIICHHYIO CeTh, Oy/IET JOCTaBIIEH BCEM €€ XOcTaM. Takoil makeT JOKEH CoJlepkKaTh
KOPPEKTHBIN aJIpec CETH U UIMETh Bce OUTHI ajjpeca XxocTa paBHbIMU 1. Tak, Harpumep, maker

c aapecoM 184.90.255.255 OGyner mocTaBlieH BCEM CTaHIUSAM CETH Kiacca B, mMmeromieit

anpec 184.90.

W3 pucyHka BBepXy XOpOILIO BHMJIHO, YTO 3HAYE€HMs IEPBbIX YEThIpeX OUTOB ajpeca

OJTHO3HAYHO OIpeNeNsioT 00e IpaHullbl ero cereBoil yactu. HerpynHo cocuuTarbh, 4TO
MaKCHUMaJIbHOE YUCIIO CETeH Kilacca A paBHO 26425+ 420 1 =126 (cereBoii mpedukc,

COCTOSIIIMI U3 OJTHUX HyJeW HexomycTuM). Kaxkaas ceTh kitacca A MOXET COIEpKaTh 224.
2=16777 214 ycrpoiicTB. B uenom, agpecHslii 610k cerelt kinacca A 3aHuMaeT okoino 50%

o0lIero aJpecHoro MmpocTpaHcTBa. B Tabnuie BHU3Y ciaiija colepskKaTcs aHaJIOIMYHbIE
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IIOKa3aTCJIn AJIs cereii knacca B u C.
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. Paszouenune |P-cetu Ha nmoaceTn.

. PaccmoTpeHHas BhINIE JIBYXYpPOBHEBas cXeMa ajpecaniyl oKa3ajach HEA0CTaTOYHO
ruOkoi u B 1985 roxy Obuia onpenencHa TpexypoBHeBas cxema anpecanuu (RFC 950).
HeobxomumocTh mepexojia K TaKOW CUCTEME aJpecaliid MOKHO MPOWJIITIOCTPUPOBATH
cienyromuM mpuMmepoM. OpraHuzarusi Tojyduiia ceTh kiacca B, mo3Bosmsromryro
aapecoBaTh 65000 xocToB. IToka B ceTn paboTaad OTHOCUTEILHO HEMHOTO CTaHIIHHA

* oHa ¢pyHKIHOHUpPOBaA Oiaronoiaydno. Ho ¢ pocToM 4nciia akTUBHBIX XOCTOB HEM30EKHO
pOC W IIUPOKOBEIIATENTBHBIA TpaduK, IMOCKOIbKY O3TOT THII TAKETOB AaKTHBHO
UCTIONB3YEeTCS B CIYKEOHBIX IEISIX MHOTMMH TMPOTOKOJIAMU. DTO OOCTOSTEIHCTBO
HEM30EKHO BEJIO K CHHKCHUIO 3(PPEKTUBHOM MPOU3BOIUTENBHOCTH ceTu. Kpome Toro,
yIPaBIICHHE HECKOJbKUMH  JCCATKAMH  THICSY  TOAKIIOUCHWNW W3  €IUHOIO
aIMUHHUCTPATUBHOTO TICHTPA MPEACTaBIsET cOOOH OYeHb TPYyAHYIO 3amady. K sTum
mpo0ieM ciemayeT 100aBUTh U TO, UTO JTF00ast OpraHu3aIis pa3BUBACTCS B HAPABIICHUN
poCTa CaMOCTOSITEIBHOCTH CBOWX TOAPA3ACICHUM, YTO TaKKe HEM30EKHO JODKHO
OTpaXaTbCsi W B CTPYKType ceTH. BO3MOXHOCTh K€ CTPYKTYpPHPOBAaHUS CETHU
OpraHu3allid 3a CYET MOJIYYCHHs JOIMOJIHUTEIHLHBIX HOMEPOB ceTeil Oblia OBICTPO
UCcUepIiaHa U pe3Kasi HeXBaTKa aJpeCHOr0 MPOCTPAHCTBA CTalla PEaTbHOCTHIO €Ille BO
BTOpOii mooBuHe 80-X romoB. Kpome TOro, pocT 4mcia UCTIOIb3YeMbIX CETEeH BeN K
POCTY TaOJIHII MapIIPyTU3AIMA MaruCTPaIbHBIX (MEKCETEBBIX) MapIIPyTU3aTOPOB U,

CJICOOBATCIIbHO, K CHYDKCHUIO UX ITPOU3BOANTCIILHOCTH.

. [lepeuncnennpie TpoOIEMBbl B 3HAUYUTEIBHOM CTENEHU CBSI3aHBl C MIPOOJIEMOM
MaclITaOMpPyeMOCTH CETH, W OHHM, B 3HAUYMTEIbHON CTENEHH, ObUIM pa3pelieHbI
IIOCPEJICTBOM BBEJICHUS B HMEPApXHUI0 aJpecaluy TPEThEro YPOBHS. DTOT YpPOBEHb,

HOJ'IyT-II/IBIHI/Iﬁ Ha3BaHHUC «YPOBCHL IIOJACCTH», OBLI BBIZACJIICH B IIPOCTPAHCTBC aaApPCCOB

X0cTa
. Pazouenue IP-cetn Ha mojcetu
. 2-X

1(0 Anpec cetun Apnpec xocta




YPOBHEB
ast

cxXema

3-x 1]0

Apnpec cetu

Apnpec noacetu

Apnpec xocta

YPOBHEB

asjd cxeMa

Cxema aJipecanim ¢ BBCACHUEM nojcerTen

. . IKBHUBAJ Yuciao
"nT‘ll\ 1\/[0[\'/‘0 OITTIIY "‘; nnnnnn A » ]
. HUcxon 193.1 | 255.255. 193.10.1. 254
. Iloace 193.1 | 255.255. 193.10.1. 126
. Iloxace 193.1 | 255.255. 193.10.1. . 62
. IMoace 193.1 |- 255.255. 193.10.1. . 30
. IMoace 193.1 |- 255.255. 193.10.1. . 30
Pa3ouenne cern kiacca «C» Ha mojaceTn
. 7
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[Ipu »TOM MOJNIS aapeca CeTU U ajpeca MOACETH B COBOKYITHOCTH Ha3bIBAIOT PACIIMPEHHBIM
ceTeBbIM MpeduKcoM. B paccMOTpeHHOM BbIIIE MPUMEPE, BHIACICHUE B MPOCTPAHCTBE
aapeca xocta 6 pa3psAoB Ui aapeca IMOJACETH MO3BOJSET OpraHu3oBaTh 62 MOACETH,
cogepxkamux a0 1022 xoctoB kaxnad. Takoe pa3OWeHHe Ha TOJACETH HE TpeOyeT
COTJIACOBAaHUSI CO CIELHUAIBHBIM CIy)KEOHbIM OpraHoM VHTEpHET, peryiupyoomum
pacnpenenacHue aapecHoro nmpocrpanctsa, Network Information Center.

OTpHuLaTENbHBIM  CIEACTBUEM BBEAEHUS MOJCETEH CTajJ0 YCI0XKHEHHE NPOLEIypbl
ONpEAEEHUs aapeca XocTa. [J[elCTBUTENBHO, CETEBbIE YCTPOMCTBA UCHOJB3YIOT CTapIINE
OUTBHl CETeBOro ajapeca JUisl OMNpENEieHUs Kiacca CeTH, I0ocle Yero, B Ciydae
JIBYXYPOBHEBOU HMepapXuu, JIETKO HAXOAUTCS TpaHUIa MEX]y OUTaMU CETEBOro ajapeca u
azpeca xocTa. B TpexypoBHEBOM cucTeMe ajipecally 3TOT IpueM paboTath He CMOKeT. [[is
OTIpEeNIeHHs] aJipeca MOJICETU U aJpeca XOcTa MoTpedoBajIoCh BBECTU CETEBYH) MACKY —
32-OuTHBIA aapec, B KOTOPOM BCE OWTHI, COOTBETCTBYIOIIHME OWTaM pACIIUPEHHOTO
ceTeBoro npedukca, yCTaHOBIICHHI B 1, a cooTBeTCTBYIOMMUE Outam aapeca xocra — B 0. Tak,
HaIrpumep, NycTb He00XoauMO B ceT kiacca B 132.10 BeigenuTh noaceTh, COAEPKaLLYIO

He Oomee 100 xoctoB. [y aapecanuu Takoro YWCiIa CETEBBIX YCTPOMCTB JOCTATOYHO
pacmosiaraTh 7 Outamu (27 =128), KOTOpBIE U OTBOAATCA JJIs aJipeca XOCTa; ocTaBIIuecs 9

OUT OTBOAATCS ISl HOMEpa MOJCETH (MX MOXKHO OpTraHU30BaTh 29 -2=510) a crapuue 16

OUT — 3TO aJpec CETH.

Takxum 06pazom, Macka MOJCETH, B KOTOPOI HAXOASATCS XOCTHI C aJ[pecamu:

132.10.12.129, 132.10.12.130,....,132.10.12.254

OyJleT UMETh BU/T

11111111 12121711 11111111 10000000 (255.255.255.128).

Ecnu mapuipyTusatop noiayduT NakeT ¢ apecoM

HazHauenuss 10000100 00001010 00001100

10110000 (132.10.12.176)

Y BBIMOJHUT MO OTHOIICHHWIO K HEMY M CETEBOM MackKe omepalruio jormdeckoro U, to

pe3ynbTaT OyAeT coaep:kaTh HOMEp MoAceTH. B maHHOM citydae momydaem:
10000100 00001010 00001100 10000000,
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YTO COOTBETCTBYET ajpecy moxacetu 132.10.12.128. [anee, mo Tabauie MapuipyTu3anuu
Oyner HaWjeH CIEAYIOIUA y3el Ha MyTH K 3TOM MOJACETH, W TaKeT OTHIPaBUTCS Ha

COOTBETCTBYIOLIUIA UHTEP(EAC.

Heobxomumo 3ametuth, uTo nHGOpManus 0 Macke mojaceTu |IP-makerom He mepeHocuTcs
(XOCT-UCTOYHUK O CTPYKTYPE CETH, B KOTOPOW HAXOAMTCS MOJIydaTellb, HUYErO HE 3HAET).
[lepemaua 3ToM MHGOPMAINK SBISIETCS 3a7a4ell IPOTOKOJIOB MapIIPyTU3AIUU, WIA OHA

3a/1aeTCs CTAaTUYECKU MPU KOHPUTYPUPOBAHUU MapIIPyTU3aTOPA.

B crannmaprax, onuchIBarOIUX COBPEMEHHBIC TPOTOKOJIBI MapIIPYTU3AIUH, YACTO JIeTTAeTCs
CCBhUIKA Ha JJIMHY paclIipeHHOro npedukca ceTu, a He Ha MacKy MojceTu. B Takoii 3anvcu
aJpec YCTpOICTBa B PacCMOTPEHHOM BbIle npumepe umeer Bua 132.10.12.176/25. B
KauecTBE MpUMepa HyMepalluu MojceTel B Tabiulle MpuBeieHo pazdoueHue cetu kinacca C
Ha IOJCETH. YKa3aHHOE B TAOJHMIIC YHCJIO XOCTOB B KaXKIOM M3 IMOJACETSH Ha JBa MCHBIIIEC
BO3MOXKHOT'O YMCJIa a/IpECOB, MOCKOJBKY aJpeca, B KOTOPBIX BCE OUTHI MO aJpeca XocTa
YCTAHOBJICHBI B €IMHUILY U B HOJIb, SIBJISIIOTCS 3apE3E€PBUPOBAHHBIMU U HCHOJB3YIOTCS KaK
IITUPOKOBEIIATEIbHbIC U JAHHOU MOACETH. Tak MpH MOACETAX, IPUBEICHHBIX B TAOJIHIIC. ,
aapec 193.10.1.0 sBusercs MMPOKOBEIATENbHBIM JUIIL 18 mogacety 193.10.1.0/24, a He
s Bcex mojcerei. AHanoruudHo, agapec 193.10.1.255 sBisiercda mmpoKOBENATEIbHBIM

TobKO JUta rmoacetd 193.10.1.224/27.

BBenenne mnojacereil, pemmnB MmpoOjeMbl MacITaOMPOBAHUS AJPECHOIO0 MPOCTPAHCTBA,
NOTpeOOBaIO OMNPEACICHHOIO YCIOXKHEHUS] IMPOTOKOJIOB MAapLIPYTHU3alMH, KOTOpbIE
JOJKHBI 00padaThIBaTh (M MEPEHOCUTH) HE TOJIBKO aJIpec CETEBOr0 YCTPOMCTBA, HO U €ro
Macky. B HacTosiee Bpems Bce IIMPOKO UCTOIb3yeMble TPOTOKOJIbI MapiipyTusanuu (RIP-

2, 1S-IS, OSPF) nepenocsr 3ty uHpOpMAIHIO.

IP mapmpyTusanmus.

Kaxxnpit XocT (CTaHIuMs, MApUIPYTU3aTOP) BEJAET CBOM MapIIPyTHbIE TaOIHUIIbI, KOTOPBIE U

OTIPENIETAIOT MOPSAI0K 00paboTku |P-makeroB. Ilepemada makeToB MeXIy KOHEUHBIMU
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CTaHLUsAIMMU, Tpe6yeT B3anMO/J CUCTBUS
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IP-monyrneii mporpamMmmMHOro o0ecreyeHust ’TUX CTaHIUNA U MapIIpyTHU3aTOPOB,
CBA3BIBAIOLIUX CETH, B KOTOPHIX OHHU (CTAaHIMMU) HaXoAsTCs. PaccMoTpuM, Kak

o0OpabarbIBaeTcs MaKeT Ha 3TUX CETEBbIX YCTPONUCTBAX.

Ecnu B Tabnuiie MapipyTu3aniy CTAaHIMU-OTIIPABUTENS YKa3aHO, YTO CTAHIIHS Ha3HAUCHUSI
SIBJISIETCSI HETIOCPEICTBEHHO IIPUCOeAMHEHHOM K ToM ke JIBC, To 13 Tabimip! puzndeckux
a/JipecoB, KOTOpasi BEJETCS Ha KaX/0i CeTeBOM CTaHIIMM, U3BJIEKAETCs (PU3UUECKUI aapec
y3J1a Ha3HAYEHUs, [TAKET MHKAHCYJIMPYETCS B KaJp KaHAJIBHOI'O IPOTOKOJIA U NIEpEeNaeTcs K
CTaHIMU Ha3HauyeHus . Ecnu Tabnuia MapuipyTu3aiuy CTaHIUU - OTIPABUTEIS HE COACPKUT
UCKOMBI CETEBOM aJpec, TO MAKET OTIPABIAECTCS IO aApecy MAPLIPYyTU3ATOPa, KOTOPBIH
OBUT yKa3aH NpU KOHPUTypUPOBAHUH CTAHIIUK B Ka4eCTBE ILTI03a 1o ymonuanuto (default
router, default gateway). Otot nutto3 00s3aTenbHO UMeeT pu3nveckuil HHTepderic B TOU ke
JIBC, 4ro u cTaHums- oTnpaBuTens. [Ipu nmonyyeHnn nakera MapipyTru3aTop IpOBEPSET,
HE COBIIAJIaeT JIM aJpec Ha3HAYCHHs 3TOro Mmakera ¢ ero coocrseHHbIM IP-aapecom. Ecnu
ATO TaK, TO MAKET NEPENAECTCS MOAYII0 IPOTOKOJA, yKa3aHHoro B moie «IIporokom»
3arojioBKa makera. B MpoTHBHOM cilydae, MapuIpyTH3aTOp MOCPEACTBOM CBOEH TaOIUIIbI
OIIpelEIsAET aIpec CIEAYIOIIErO X0CTa, KOTOPOMY OH JOJIKEH IEpeNaTh dTOT MAKET, U CBON

uHTEpPeiic, Ha KOTOPBIN CIeNYyEeT €ro HampaBUTh.

Kaxnas crpoka B Tabnuile MapuipyTHU3alldd COJEPXKHUT clieayromlyo uHpopmaruto: |P-
anpec cetu (y3na) HazHadeHus, |P-ampec ciemyroiero MapripyTuzaTropa, CHOCOOHOTO
oOecreuuTh nepeaavyy nakera B 3Ty CE€Th (3TOMY y3iy), UMsI BBIXOAHOrO MHTepdelica u
HekoTopble ¢uiard. @naru cojepkaT YTOUHSIONIYI0 HHQOPMALKI0O O KaKIOW 3amucu B
tabnuue. Tak Hanpumep, guar H onpenenser, siBaseTcsa Iy JaHHAs CTpOKa TaOJIMIIBI
mapmpyroM kK xocty (H=1), wm x cetu (H=0); dbnar G yrouHser, sSBIsSeTCS U OHA
MapuipyroMm K Apyromy wmapupytuzatopy (G=1), wumm ompepenser myTh K

HETOCPEACTBEHHO Mo AKIFoueHHoN cTaniuu (G=0).

ITouck B Tabnuile MapuIpyTH3alMM BeACTCS cieayrmuMm obpazom. Ilpexne Bcero,
CKaHUPYETCsI €€ TEePBhIN CTOIOEI] C 10 HAXOXKICHUS 3alIUCH, TOYHO COOTBETCTBYIOIICH

azpecy Ha3HaueHus nakera. Eciam Takas oOHapyKMBaeTcCsi, TO MaKET OTHPABISIETCS IO
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azpecy, ykazaHHoMy B cronOue «Creayoomuil Mapupytu3arop». B nmpotuBHoMm ciydae,
BEJIETCS IIOUCK CTPOKH, COAEPIKAIEH apec CETH Ha3HA4YCHUs. EciM Takou 3aIucu HET, TO
UILETCS CTPOKA, ONPENEISIONIasl MapIpyT [0 YMOJYAaHUIO, T.€. MApLIPYT K y3i1y Cc Ooiee
MOJIHOM MH(pOpMAaIMell O TpaeKTOpUM IMepeAadyd >3TOoro mnakera. Eciu He oauH U3
IIEPEUYMCIICHHBIX BAPUAHTOB HE PEAIN3yeM, TO ITAKET YHUUTOXKAETCS, a Y3JIy-OTIIPABUTEIIO
OTIIpaBJIAETCS COOOIIEeHUE «XOCT HETOCTHKUMY. PaccCMOTpUM TaOIMLIbI MapIIPyTU3ALUU B

CeTH, n300paKEHHOU Ha CIIe. Claie.
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IP — mapmpyTuzamnus

149.100.1.158

149.100.1.159

149.100.1.128/25

149.100.2.20

149.100.2.21

;

149.100.1.129
149.100.1.13 149.100.1.14 149.100.2.1 149.100.2.0/24
M1 M2 >
149.100.1.1 @ 149.100.0.1
149.100.1.2
149.100.1.0/25
IIpumep ceTH, 00beAMHEHHO MAPLIPYTH3ATOPAMH
Anpec Macka cetn Caenyrommid ®aar | Unrepdeiic

Ta6J'II/II_Ia HA3HAYCHUS y3eJa
MapILupyTH3ALHY 127.0.0.0 255.0.0.0 127.0.0.1 H 100

Default 0.0.0.0 149.100.2.1 G EthO
Cé6: 149.100.2.0 | 255.255.255.0 149.100.2.21 EthO

Ora cerh comepxkut Tpu moacetu: 149.100.1.0/25 149.100.1.128/25, 149.100.2.0/24,

KOTOpble O00bEeOUWHEHbl JByMs Mapuipytuzatopamu M1 u M2, Ilpu stom

Mapuipytuzatop M2 sBasiercs nuio3oM B MHrepHer. Agnpeca uHTepdencoB
MapuIpyTHU3aTOpOB IOKa3aHbl Ha pucyHKe. [Ipenmonoxum, uro cranumsa C6 mmeer
naker ¢ agpecoM HazHadeHus 149.100.1.159. Tabnuna mapmpyruzauuu C6 BBIMISIAUT

criemyronmM oopa3zoM (Tabiuiia BHA3Y claiia):

ITepBas cTpoka TabIUIIBI OMpeIeIIsIeT 3aKOIbIIOBRIBAOIINI HHTEpdeiic. Bropas cTtpoka
OMMCHIBACT MapuIpyT 1o ymomdaHuto u ¢uar G yrounser, uro yzen 149.100.2.1

ABJISIETCS  MapuipytuzaTopoMm. TpeTbs 3anmuch Tabmunbl He wumeer ¢mara H,
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CJIeIOBATEIILHO, OHA OIPEENAeT CeTh;, HET B Hel U pyiara G M 3TO TOBOPHT O TOM, UTO
OTpeIeIIeTCS] MapIIPYT K HEMOCPEICTBEHHO MOJIKIIOYEHHON CeTH M MHTepheircoM K
Hel sBisercs BHemrHUN wuHTepdeiic cranuuu C6, uMmerommii aapec 149.100.2.21.
[Ipexne Bcero C6 mpou3BOIUT MOMCK ajpeca CTaHIIMU (MJIU CETH) Ha3HAYCHUS B CBOCH
tabnune. [1ockoabKy HM TOT, HU APYrol B HeW HE MPUCYTCTBYIOT, TO MaKeT OyneT
OTMPABJIEH B COOTBETCTBUM C MapIIPyTOM IO YMOJIYAHHUIO Ha MapuipyTtuzarop M2 c

anpecom 149.100.2.1 uepe3 unrepdeiic EthO.
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IP — MapmpyTuzanms
149.100.1.158 149.100.1.159

149.100.2.20 149.100.2.21
149.100.1.128/25 Q
149.100.1.129
149.100.1.13 149.100.1.14 149.100.2.1 149.100.2.0/24
ML @ M2 .
149.100.1.1 149.100.0.1
149.100.1.2

149.100.1.0/25

IIpuMmep ceTH, 00beAMHEHHON MAPLIPYTH3ATOPAMH

Ajpec Ha3HAYeHUSs Macka Caenyrouuii y3es ®aar Hutepdeiic
TaGua 127.0.0.0 255.0.0.0 127.0.0.1 H lo0
default 149.100.0.1 G Serial 01
MapmpyTAsanun 149.100.2.0 255.255.255.0 149.100.2.1 EthO
M2 : 149.100.1.0 255.255.255.192 149.100.1.2 Eth1l
149.100.1.128 255.255.255.192 149.100.1.1 G Eth1l

Tabnuia mapmpytuzanuu M2 MOKeT UMeTh CIIeIYIOMUM BU (BHU3Y cllaia).

BoInonHuB nouck B 3Toi Tabnuie Mapuipytuzarop M2 Haiiner, uro Hanbosee MoiIHo

COIVIaCyeTCsl C aipeCOM Ha3HAUEHUS MapLIpyT, ONPEACIEHHBIH B CTPOKE 5 U OTIIPaBUT

nakeT K Mapupyrusatopy M1 gepes unrepdeiic Ethl.
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IP — mapmpyTuzamnus

149.100.1.158 149.100.1.159

149.100.2.20 149.100.2.21
149.100.1.128/25 @
149.100.1.129
149.100.1.13 149.100.1.14 149.100.2.1 149.100.2.0/24
M1 @ M2 >
149.100.1.1 149.100.0.1
149.100.1.2

149.100.1.0/25

IIpumep ceTn, 00beAMHEHHOH MAPIIPYTH3ATOPAMH

Aapec Ha3HaYeHUsI Macka Caenyrommii y3es ®yar Hurepdeiic
127.0.0.0 255.0.0.0 127.0.0.1 H 00
default 149.100.1.2 G Ethl
Tabnuna
149.100.2.0 255.255.255.0 149.100.1.2 G Eth1
MapaipyTru3anuu 149.100.1.0 255.255.255.192 149.100.1.1 Ethl
M1 : 149.100.1.159 255.255.255.255 149.100.1.159 EthO
. 149.100.1.128 255.255.255.192 149.100.1.129 Eth0

Tabnuma mapmpytuzauuu M1 npencraBieHa BHU3Y B TaOHIIe.

10

B Heli npencTaBieH MapuipyT ¢ aJpecoM Ha3HAYEHHUsI TOUHO COOTBETCTBYIOIINM aJIPECy

Ha3Ha4YeHWs Tmakera. [lodToMy mocnennuii mepemaercs Ha wmHTepdeiic Eth0 wu

noctaisiercs ctanuu C2 ¢ IP-angpecom 149.100.1.159.

Pa3zpemenue |IP-anpecoB B pusuveckue aapeca cereBbix ycrpoiicts. IIporokon ARP.

I[J'ISI JOCTaBKU IP-nmakera k CTaHIIMN HAa3HAYCHHA, WM OT OAHOTI'O MapHIpyTHU3aTopa K

IpYroMy, HEOOXOIMMO TEepeNaTh €ro MPOTOKOIY KaHAJIbHOIO YPOBHS, HampuUMep
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Ethernet. ITocinenuuii xe «ymeeT» nepenaBaTh KaJpbl TOIBKO MO GU3NIECKUM aJpecam
YCTPOMCTB, MOIKIIOYEHHBIX K cpeze mepenadyn. B IP- cersx 3amauy npeoOpasoBaHus
CEeTeBBIX aZipecoB B pusnueckue perraet nporokos ARP (Address Resolution Protocol).

Nnes ero GyHKIMOHUPOBAHUS WILTIOCTPUPYETCS CIAEAYIONINI CIIai/.
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ARP (Address Resolution Protocol)

149.100.1.151 149.100.1.153

i ; 149.100.1.152 ; ! 149.100.1.154
N

ARP-3anpoc: «Kakoit MAC-aapec y ctaHuum 149.100.1.153?» j

149.100.1.151 149.100.1.153

; 149.100.1.152 . 94100.1.154

ARP-oTBeT: «Mon MAC-agpec 08-00-3A-C4-6B-37»

Pa3pemienue |P-agpeca B 10kaIbHOM ceTH

. 11

[Tycts xoct H1 xouer oTocnats maker xocty H3, MAC-aapec KOTOpOTro HE U3BECTEH.
Xoct H1 renepupyer tak HazbiBaeMblii ARP-3anpoc — crienyanbHbli HaKeT, UMEIOITU i
MIMPOKOBEUIATENbHBIN aJpec Ha3HaueHus. B Tene storo 3ampoca Haxonutcs IP-aapec
xocta, MAC-anapec KOTOporo Heo0X0UMO y3HaTh. KakIbIil XOCT CETH MOTYYUB TaKOU
nmakeT, cpaBHUMBaeT Haxonsgmuiicas B HeMm IP-aapec co cBoum. Ecnu coBmagenue

OOHapyX€HO, TO ATOT XOCT IOCBhUIACT 3allpalluBarolell CTAHIIMM OTBETHBIM MaKeT
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(ARP-otBeT), comeprkaliuii ero pusnueckuii aapec. Ha Bcex ocTaabHBIX CTAHIMIX CETH
naketbl ARP-3anpocoB yHuuToxarTcs. s Toro, ytoObl YMEHBUIUTH KOJIHYECTBO
ARP-3ampocoB, KaK10€ CETeBOE YCTPONCTBO UMEET CIeIUaIbHYI0 OypepHyIo aMsITh,
B KoTopoil xpanutcs ARP-tabnuna. [locnennsis nomnonHseTcs: Kaxablid pa3, Korjaa XocT
nonyyaer ARP-oTBerT.

B ARP-tabnuue Moryr OBITh KaK CTaTHYECKHE, TaK WU JUHAMUYECKUE 3alllCH.
Craruueckue 3amucu 100aBJISIOTCS aIMUHUCTPATOPOM U COXPAHSIOTCS B TaOJIHULIE 10
nepe3arpy3ku  ycrpoictBa. Kpome Toro, B Tabmmie Bcerma  COAEPIKUTCS
mupokoBemarensubiii anpec (%FFFFFFFFFFFF), xoTopelit mo3BossieT mpuHUMATh
[IMPOKOBEIIATENbHbIE 3alpockl. J[uHamuueckue 3amucu J00aBISIOTCA U yIAISIOTCS
aBromaTudecku. Kaxmas Takas 3amich MMeEeT MOTEHIMAIbHOE BpeMs ku3HH. [locie
N00aBJIEHUS 3allMCU B TaOJMIly BKJIFOYAETCS CIIEUAIbHBIN TaiMep U, €ClI B TEUCHUU
NEPBBIX IBYX MUHYT 3aIMCh HE UCTIOIB3YETCS, TO OHA yJAISETCs; B MPOTUBHOM cllyyae,
BpeMsl KM3HU TaKOM 3alHMCH COCTaBISIET HEKOE NPElyCTAaHOBJICHHYIO BEIHYUHY

(o6bruHO 10 MunyT). Hanee npuseneH ¢pparment ARP-tabnuisl MapuipyTu3aropa.
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ARP (Address Resolution Protocol)

[Tporokon ARP noctaTouHo yHUBEpcaleH, U €r0 MOXHO MPUMEHATH B CETSX,
UCIOJIb3YIOIIMX JIHOOBIE TEXHOJIOTMM Ha CETEeBOM M KaHAJbHOM YpPOBHSX.
3aronoBok ARP-makera umeer Qopmar, orimunbli oT |P- 3aromoBka u
NO3TOMY He TMepefaercs Mapuipyrusatopamu. Ha pucyHke BHH3Y
npezacTasiieH Gpopmar coodmenus: ARP.

B mone «Tun cern» s Ethernet ykaseiBaercs 3uadenue 1. J{inst ipyrux TUIos
CEeTEH ero 3Ha4eHUs ONPEACNIAITCS COOTBETCTBYIOIIMM cTaHaapToM. Iloins
«Tun nporokomay, «/lJiInHa anmapaTHOro agpeca» H

«/lnuHa  cereBOro  aapeca»  OOECIEYMBAIOT  OTMEUEHHYIO  BBIIIE
yHUBepcalibHOCTh (hopmata ARP-nakera. B mone «Tun onepanun» qist ARP-

3anpoca ykasbiBaercs 1, niust ARP-orBera — 2.

IP- | Port | Type . Media Address | Address
20.0.0.p 2 . Broadcast | %FFFFFFFFFFF | Static
10.0.0.f 1 . Broadcast | %FFFFFFFFFFF | Static
10.0.0.p 1 . Local . %080002145DE6 | Static
20.0.0.} 2 . Local . 96080002145DE5 | Static
10.0.0. 1 . External | 90080002A56BCO | ARP
20.0.0. 2 . External | 90080002A719DD | ARP
. ®parmenT ARP-Tad1uubl MapmpyTuzaropa

. 0 4 8 16 31

Tun cetn Tun npoToko.Ja
JlauHa amm. |° JliMHa ceT. Tun onepanuu
ANnapaTHbIi ajipec OTIIPABUTEIs
ANnapaTHbIi ajJpec CeteBoii ajpec
CeteBoii aipec OTIPABUTEIS . AnnapaTHblii ajpec
ANnapaTHbIM ajipec noJayvartes

. CeTeBoM aapec moJaydareas
®opmat ARP-nakera

12



VYcerpoiictBo, ornpasistomee ARP-3anpoc, 3amonHseT B 3TOM IakeTe Bce
1oJisl, KpPOME HCKOMOIO ammapaTHOro ajapeca. 3HAYEHHE OTOro II0NIsS
3amnoiHsAeTCs CTaHUMeW, omo3HaBled cBoM |P-ampec, yka3zaHHbI B 3TOM

nakete B none «lP-aapec nomyudarens».

Omnpenenenre BUPTyaTbHBIX YaCTHBIX CeTel

Wrak, Mbl HaMepeBaeMCs TIepeIaBaTh Yepe3 HHTEPHET CEKPETHBIC JTaHHBIC
opranu3anuu 0e3 UCIOIb30BaHUS aPEHIYEMbBIX KaHAIOB CBS3H, MO-TIPEKHEMY
MpUHUMAs BCE MEPHI JIJ1s1 o0ecriedeHus: KoHDUIeHInanbHOCTH Tpadurka. Kakum
e 00pa3oM HaM yJacTCsl OTAETUTh CBOM TpaduK OoT Tpaduka OCTaIbHBIX
noJjp3o0Barelnei riodanbHon cetn? OTBETOM Ha 3TOT BOIPOC SIBIISIETCA
muppoBaHUE.

B uHTEpHETE MOXKHO BCTPETUTH TpadUK JH0O0r0 TUIa. 3HAYUTENbHAS YaCTh
3TOro Tpaduka nepeaaeTcss B OTKPHITOM BH/IC, U JIFOOOH MOJIb30BATElb,
HaAOJTIOAOIINM 33 STUM TpaPUKOM, CMOXKET €ro pacrno3HaTh. ITO OTHOCUTCS K
OoJblel YacTy MOYTOBOTO U BeO-Tpaduka, a TakkKe ceaHCcaM CBSI3H Uepes
nportokoinsl telnet u FTP. Tpadux Secure Shell (SSH) u Hypertext Transfer
Protocol Secure (HTTPS) sBnsiercst mmdpyeMbiM Tpadukom, 1 €ro HE CMOKET
MIPOCMOTPETH MOIB30BATENh, OTCICKUBAIOIINN IMaKeThl. TeM He MeHee, Tpaduk
tunia SSH u HTTPS ne o6pasyer BupTyanbHyto yacTHyi0 ceTh VPN.

BupTryanbHbie YacTHbIEC CETH 00J1a1aI0T HECKOIBKUMH XapaKTEPUCTHUKAMH.



Tpadux mmdpyercs 11 odGecriedeHus 3alUThl OT TPOCITYIIUBAHUS.
OcyiectBisercs ayTeHTUGUKAIMS yIaJIeHHOr o cailTa.

BupTryasibHble YacTHbIE CETH 00€CTIEYMBAIOT MOJAEPKKY MHOKECTBA ITPOTOKOJIOB.
CoeauHenune o0ecreynuBaeT CBSI3b TOJbKO MEKIY JIBYMSI KOHKPETHBIMU
a0OHEHTaMHU.

Tak kak SSH u HTTPS He ciocoOGHBI O/1/1IEpKUBATH HECKOJIBKO MPOTOKOJIOB, TO
K€ CaMO€ OTHOCUTCS U K PEAIbHBIM BUPTYaJIbHBIM YaCTHBIM CeTsIM. VPN-nakeTsl
CMEILHBAIOTCS ¢ TOTOKOM OOBIYHOT'O Tpa(uKa B UHTEPHETE U CYLIECTBYIOT
OTJEJIbHO MO TOW MPUYUHE, YTO JaHHBIN Tpa(UK MOXKET CUUTHIBATHCS TOJIBKO
KOHEUYHBIMU TOYKAMH COEIMHEHUS.

IIpuMmeuyanue

Bo3mokHo peanuzoBath nepegady Tpaduka yepes ceanc SSH ¢ ucnonb3oBanuem
TyHHellel. Tem He MeHee, B paMKax JJAHHOM JIEKIIMU Mbl He OyJIeM paccMaTpHUBaTh
SSH xak VPN.

PaccmoTpum Oonee netanbHO Kaxayro U3 xapakrepuctuk VPN. Beie yxe
TOBOPWJIOCH O TOM, 4TO Tpapuk VPN mmdpyercs 1ist 3a0UThI OT
npocnymuBanus. [1IudpoBanue 10MKHO OBITH TOCTATOYHO MOITHBIM, YTOOBI
MO>KHO OBLIIO TapaHTUPOBATh KOH(PHUACHIIMATLHOCTH TIepeiaBaeMoil nHpopMauu
Ha TOT MEPHO/I, TOKa OHa OyneT akTyanbHa. [laponu uMeroT cpok nencTBus,
paBHbIil 30 gHAM (TTOApa3yMEBAETCS MOJIUTUKA U3MEHEHHSI TapOJIsl Uepe3 KaxIble
30 mHeil); ogHaKo ceKkpeTHast nHGOpMAIIUs MOXKET HEe yTpauyuBaTh CBOEH
[EHHOCTH Ha MPOTSHKEHUH JTONTuX JieT. CiieoBaTesbHO, IrTOpUTM UG POBaAHUS
u npuMmeHenre VPN 10/KHBI TPEI0TBPAaTUTh HElerajabHoe IendpoBaHue
Tpaduka Ha HECKOJBKO JIET.

Bropas xapakTepHucTHKa 3aKJIF0YAETCSA B TOM, YTO OCYIIECTBIIAETCS
ayTeHTHU(UKaLUs yIAIeHHOTO caiiTa. DTa XapaKTepuCTUKa MOXKET TpeOOBaTh
ayTeHTU(UKALIMIO HEKOTOPBIX MOJIb30BaTENIel Ha IIEHTPAIIBHOM cepBepe MO0
B3aMMHYIO ayTeHTU(UKALINIO 000UX Y37I0B, KoTOpbie coennnser VPN,
Hcnonb3yemblii MEXaHU3M ayTeHTU(DHUKAIIMNA KOHTPOIUPYETCS MOTUTHKOM.

[Tonutuka MOXKET MPEAYCMOTPETh AyTEHTU(UKAIUIO MTOJIb30BATENEH 110 JBYM



napaMeTpaM Wi C UCIOIb30BAHUEM THMHAMUUYECKUX napoiie. 11pu B3anMHoOM
ayTeHTU(PUKALKUUA MOXKET MOTPeOOBATHCS, UTOOBI 00a caiiTa AEMOHCTPUPOBAIIH
3HAHME ONPENENIEHHOr0 00IIEero cekpera (Mo CEKPETOM MoaApa3yMeBaeTCs
HEKOoTOpas UH(popMaLus, 3apaHee U3BeCTHasi 000UM calTam), TMOO MOT'YT
noTpedoBaThCs LU(MPOBBIE CEPTUPHUKATHI.

BupryasibHble YacTHbIE CETH 00€CTIEUYNBAIOT NOAIEPKKY Pa3IUUHBIX IPOTOKOJIOB,
B OCOOCHHOCTH Ha MPHUKIAIHOM ypoBHE. Hanpumep, ynaaeHHbIN TOIb30BaTENb
MOXET UCTI0JIb30BaTh MPOTOKOJI SMTP a1 CBSI3U C TOYTOBBIM CEPBEPOM,
oJlHOBpeMeHHO ucnonb3ys NetBIOS mist coenmuaenus ¢ haiioBeIM cepBEpOM.
O6a ykazaHHBIX IPOTOKOJIAa MOT'YT pabOTaTh Yepe3 OAMH U TOT K€ LIUKJI CBSI3U

win kaHaia VPN (cm. puc. 11.1).

-
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cepeep

Kanan WPN,
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HomnetoTep Cepeep WPN ey
None30BaTENA

D& o8 bIFA
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Puc. 11.1. BupTyanbHble YaCTHBIE CETH NTOANEPKUBAIOT MHOKECTBO IPOTOKOJIOB
VPN coeaunsier nBa KOHKPETHBIX 00bEKTa, 00pa3ys TakuM 00pa30oM YHUKAJIbHBINI
KaHaJl CBSI3U MKy AByMs aboHeHTamu. Kaxknas u3 koHeuHbIX Touek VPN
MOXET €IMHOBPEMEHHO IOAAEPKUBATh HECKOJIBKO coeauHeHu VPN ¢ npyrumu
KOHEUYHBIMU TOYKaMH, OJTHAKO Ka)Jas U3 TOUEK SIBIIAECTCS OTAEIbHOU OT JPYruX,
U TpaduK pa3aensercs IoCPEACTBOM IHU(PPOBAHMUS.

BupryanbHble yacTHBIE CETH, KaK MPAaBUIIO, MOAPA3AEISIOTCS Ha 1BA TUIIA:

nosib3oBarenbekue VPN u y3imossie VPN. Pasnuuue Mexxny HUMHU 3aK/II04aeTCs B


http://www.intuit.ru/studies/courses/102/102/lecture/2991?page=1#image.11.1

METO/I€ UCIIOJIb30BaHUs, a HE B CIIOCO0E OTJENEeHHS TpauKa KaKIbIM U3 ABYX
TUIIOB ceTel. B ocTaBielicst yacTu JaHHOM JIGKIIMU OyAET ACTaIbHO
paccKa3bpIBATHCS O KaXIA0M U3 TUIIOB VPN.

Pa3BepThiBaHME TONTB30BATEILCKUX BUPTYAJIbHBIX YACTHBIX CETEN
[Tonb3oBaTensckue VPN npenctaBisitor coO0i BUPTyalIbHbIE YACTHBIE CETH,
IIOCTPOECHHBIE MEXY OTAECIBHOM MOJIB30BATEIBCKON CUCTEMOM U Y3JI0M WU
ceTblo opranusanuu. Yacro nonp3oBarenbekue VPN ucnonbs3yrorces
COTPYIHUKaMH, HAXOJSIIIUMHUCS B KOMaHIUPOBKE WM paOOTAIONIMMU U3 JIOMA.
CepBep VPN MOXET SIBASTHCS MEKCETEBBIM 9KPAHOM OpraHU3aIiy MO0 ObITh
otaenbHbIM VPN-cepBepoM. [1onb30BaTeb NOAKIIOYAETCS K UHTEPHETY YEpE3
TenepOHHOE MOAKIIOYEHHUE K JIOKAIbHOMY MOCTaBIIUKY YCIYT, uepe3 kaHai DSL
WK KabenbHbIN MosieM U nHunuupyer VPN-coennHeHue ¢ y3j10M Opranu3anuu
Yepe3 UHTEPHET.

VY3en opraHu3alyuy 3an0palivBaeT y NOJIb30BaATENs ayTeHTU(PUKALIMOHHBIE TaHHbBIE
U, B ClIy4ae YCIEUIHON ayTeHTU(PUKaIKU, TO3BOJISIET MOJIb30BATEIIO
OCYIIECTBUTH JOCTYI KO BHYTPEHHEU CETU OpPTaHU3aINK, KaK €CJIu Obl
MOJIE30BATENIh HAXOAWICS BHYTPH y3J1a U (PU3UYECKU PACTIONarajics BHYTPHU CETH.
OueBuzieH TOT (HAKT, UTO CKOPOCTH CETEBOTO COSTUHEHUS Oy/IeT OTPaHUINBATHCS
CKOPOCTBIO IOJKIIOUECHUS I10JIb30BATENS K HHTEPHETY.

[Tonp3oBarensckue VPN no3BOISAOT OpraHu3alysM OrpaHUYUBaATh TOCTYII
yJIaJIeHHBIX OJIb30BaTENeH K cUCTeMaM WK (aitiam. ITo orpaHUYEHHE JTI0JKHO
0a3upoBaThCs Ha MOJUTUKE OPraHU3alMi U 3aBUCUT OT BO3MOXKHOCTEN MPOYKTa
VPN.

B 10 Bpems kak nosb3oBarens umeeT VPN-coeMHEHNE ¢ BHYTPEHHEU CEThIO
OpraHU3allMU, OH TAKXKE MOXKET COCJIUHATHLCS U paboTaTh C UHTEPHETOM WU
BBINIOJIHATH JIPYrue ACMCTBUS KaK OOBIYHBIN M0Jb30BaTeNb nHTepHeTa. Ceth VPN

noAACPKUBACTCA OTACIIBHBIM IIPUJIOKCHHUCM Ha KOMIIBIOTCPC ITOJIB30BATCILA (CM.

puc. 11.2).


http://www.intuit.ru/studies/courses/102/102/lecture/2991?page=2#image.11.2
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Puc. 11.2. Kondurypamus nonb3oBarenbckoit VPN

Buumanne!

B HeKOTOpbIX Cilyyasx KOMIBIOTEP MOJIb30BATENSI MOXKET BBICTYATh B POJIU
MapuIpyTu3aTopa Mexay UHTEpHETOM U ceThio VPN (U, cieoBaTenbHO,
BHYTPEHHEW CEThIO OPTaHMU3alMH). ITOT THII CETEBOI0 aTAKYIOIIEro BO3AECHCTBUS
HEOO0XOAMMO TIIATENbHO U3YUUTh NEPE]] MPUMEHEHUEM T0JIb30BaTENbCKON
BUPTYyaIbHON yacTHOM ceTu. HekoTopsie kimeHTsl VPN comepxaT MmoJIMTUKY,
CHIKAIOILYIO PUCK MPOSBICHUS TAHHOU YIPO3BI.

IIpenmyiecTBa noJib3oBareabckux VPN

[Tonb3oBatensckue VPN 001anaoT 1ByMs OCHOBHBIMH MPEUMYIIECTBAMU:
CoTpyaHUKH, HAXOIAIIMECS B KOMAHIUPOBKE, MOTYT OCYLIECTBIATH AOCTYII K
ANIEKTPOHHOM MoyYTe, (aiiiaM U BHYyTPEHHUM CUCTEMaM B Jir000e Bpems 0e3
HEO0OXOIMMOCTHU B OCYILECTBIEHUHU JOPOTrOCTOAIIUX MEXIYTOPOIHUX U
MEXIYHApOIHBIX TeJe(DOHHBIX BHI30BOB JIJIsi COSTMHEHUS C CEpBEpPaMHU.
CotpynHuku, paboTaromiye U3 J0Ma, MOT'yT OCYIIECTBIIATh AOCTYII K CIy)0am
CETH, KaK U COTPYIHUKH, pabOoTarOIINe B OpraHu3aum, 0e3 apeH/Ibl
JOPOTrOCTOAIINX BbIJIEJIEHHBIX KaHAJIOB.

O6a 311 npeumyIecTBa MOKHO MPUITKUCATH K IKOHOMUHM JIEHEKHBIX CPEJICTB.

ODKOHOMMS MOKET 3aKJII0YaThCS B OTKa3¢ OT MCIOIb30BaHUS A0POroCToAIMNX



MEXIYTOPOIHUX U MEKITYHAPOAHBIX COCANHEHHH, apEHIYEMbBIX KAHAJIOB CBS3U
VI B BBIIIOJIHEHUU COTPYIHHUKAMH 33724 110 aIMUHUCTPUPOBAHUIO CEPBEPOB,
NPUHUMAIOUIUX BXOAsIINE TeaedOoHHbIE coequHeHus. JloMalHue noib30BaTelu
¢ DSL unu kabenbHbIMUA MOJIEMAMHU MOT'YT IOOUTHCSI YBEIIMYEHHUSI CKOPOCTH MPHU
MCITIOJIb30BAaHUU JIMHUM Tene(OHHOM CBs3U co ckopocTsamu 56 Kout/c. Bee
00JIbIIe TOCTUHHYHBIX HOMEPOB 000PYIYIOTCSI COEIMHEHUSMU JJI JOCTYTIA B
CETh, ITIO3TOMY IS ITOJIB30BATENEN, HAXOAAIINXCS B MOE3KE, CO3IAKOTCS BCE
YCJIOBUA JUIs1 BBICOKOCKOPOCTHOT'O JJOCTYIIA B CETh.

IMpumeyanne

YBenuueHue ckopocTu uepe3 kanan 56 Kout/c ne rapantupyercs. Cpenusis
CKOPOCTb COETMHEHUsI 3aBUCUT OT MHOKECTBA (PAKTOPOB, BKIIIOYASI CKOPOCTHBIE
BO3MOKHOCTH UHTEPHET-COEIMHEHUS M10Ib30BATEN S, UHTEPHET-COECANHEHUS
OpraHM3alyy, YpOBEHb HAIPY3KH HMHTEPHETA, a TAKIKE YUCIIO €IMHOBPEMEHHBIX
coenquHenuu ¢ VPN-cepsepom.

IIpo6saembl, cBsi3aHHBIE € N0JIb30BaTedbCKUMUA VPN

[IpaBriIbHOE HCTIIOJIB30BAHKE MOJB30BATENBCKUX VPN MOXKET CHU3NUTH 3aTpaThl
OpraHu3alyu, HO MOJIb30BaTeNbCKue VPN He SBISIIOTCS PEHICHHEM BCEX
BO3MOKHBIX IIpo6sieM. [1pu ux Ucmnosib30BaHUN UMEIOT MECTO 3HAYUTENbHbIE
PUCKHU, CBSI3aHHBIE C 0€30MACHOCTHIO, U TPOOJIEMBI pealiu3aIlii, C KOTOPBIMH
NPUXOJUTCS] CYUTATHCA.

Bo3MoxxHO, camoit 601611101 TIpo0IeMOoi 6€301TaCHOCTH MPU UCTIONB30BAHUN
VPN coTpyaHUKOM SIBISIETCSI ONHOBPEMEHHOE COEIMHEHUE C APYTUMU CalTaMu
untepHera. Kak npasuio, nporpammuoe ooecnieuenre VPN Ha KoMIbloTepe
MOJIb30BAaTEIs OIpeeisaeT, JOJDKEH U Tpaduk nepeaaBatbes yepe3 VPN, mubo
€ro HeoOX0JIMMO OTIPABUTH HA KAKOM-THOO APYroi callT B OTKpBITOM Buje. Eciu
Ha KOMIIBIOTEP I0JIb30BaTENsI ObLIa MPOU3BE/IEHA aTaKa C UCIIOJIb30BAaHUEM
"TPOSIHCKOT'0 KOHs", BO3MOKHO, UTO HEKUM BHEIIHUM HEJIETAIbHBIN MOJIb30BATEb
HCIIOIb3YET KOMIBIOTEP COTPYAHUKA IS MOAKIIIOYEHHUS K BHYTPEHHEN CETH
opranuzanuu (cM. puc. 11.3). ATaku 1TaHHOTO TUINA OCYIIECTBIISIOTCS JOBOJIBHO

CJIOKHO, HO OHH COBCPHICHHO PCaJIbHEI.
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[Tonp3oBarenbckue VPN TpeOyroT Takoro ke BHUMaHUs K BOIpOcaM, CBSI3aHHBIM
C YIPAaBJIEHUEM I0JIb30BATENSIMHU, KaK U BHYTPEHHUE CUCTEMBI. B HEKOTOPBIX
cinyvasx nonb3zoBaread VPN Moryt ObITh NPUBSI3aHbl K UACHTUPUKATOpAM
nosib3oBatenei B fomeHe Windows NT win Windows 2000 wnu k apyroi
CUCTEME LICHTPAIN30BAHHOIO YIIPABJICHUS IIOJIb30BATEISIMHA. DOTa BO3MOKHOCTh
YIPOLIAET YIPABICHUE II0JIb30BATEIIAMH, OAHAKO AIMUHUCTPATOPAM I10-
MpEeKHEMY CIEYEeT COXPaHATh OMUTENBHOCTD U CIAEAUTH 33 TEM, KAaKUM

NOJIb30BaTeNsAM Tpedyercs yaaneHnnoii VPN-nocTyr, a Kakum - HeT.

KDMI’II:-I-UTEFI MNoONEF0OESTENA

I TPOAHCKMIA KOHb #TPOAHCKMIA KOHE 3
OTNpaE NAET TpadkK
MporpammHoe  gq EHyTRPEHHHOK CETh
obecneveHre Jepes WPN
GTex VPN
NpoToKO
noe TCR/P BHyTRpEHHARA
ceTk 4
CcTaneHoK Kanan Y P —
Tpadwk
WHTERHET
WMHTepHeT

Puc. 11.3. Ucnonb3oBaHue "TPOSTHCKOTO KOHSA' JJIsI HPOHUKHOBEHUS BO
BHYTPEHHIOIO CE€Th OpraHU3aINH

Ecnu ynpasnenne VPN-monb3oBaTensiMu He CBS3aHO € IEHTPATbHON CUCTEMOM
yIpaBIICHUS MOJIb30BATEIAMU, ITOT (DAKT AOHKEH YUUTHIBATHCS B IPOLIEypax
YIPABJIEHUS MOJIb30BATENSAMHU, MTOKUJAIOIIMMU OPTraHU3ALIMIO.

[Tonb3oBaTenu TOJKHBI IPOXOJUThH ayTEHTU(PHUKALINIO MEPE]] UCIIOJIb30BAaHUEM
cereil VPN. Tak kak VPN no3BossieT oCylecTBIATh yAaJE€HHBIN JOCTYH KO
BHYTPEHHEH CETH OpraHu3aliu, 3Ta ayTeHTU(UKAIU JOHKHA ObITh

IBYX(haKTOPHOM, TO €CTh 3aMpanIuBaTh JIBa AyTCHTU(PUKAIIMOHHBIX IMapaMeTpa.



OnHuM U3 napaMeTpoB MOXKET SBJISATHCA CaM KOMIbIOTEp Mojb30Baress. B atom
Clly4ae BTOPBIM MapaMeTpPOM JIOJKHO OBITh HEYTO M3BECTHOE MOJb30BATEINIO WIIN
HEMOCPEJCTBEHHO C HUM CBsi3aHHOE. B m00oM citydae, BTOpoid mapaMerp He
JIOJ’KEH HaXOAUTHCS Ha KOMITBIOTEPE U HE JOJIKEH ObITh C HUM CBSI3aH.

B opranuzarusix gomkHa NPUHUMATHCA B pacyeT Harpys3ka Tpadukom. [ maBHoH
TOuKoM Harpy3ku siBisiercst VPN-cepBep B y3iie opranuzanuu. KimtoueBbim
rapaMeTpoOM Harpy3KH SIBJISIETCSI OKUIAEMOE YUCIO OJJHOBPEMEHHBIX
coennHeHui. [Ipu yctanoBke kaxaoro coequaenus: VPN-cepBep J0KEH UMETh
BO3MOKHOCTh pactinpoBbIBaTh IOMOJIHUTEIBHBIN Tpaduk. XoTs mporeccop
MOJKET 00ecTeunBaTh MOACPIKKY OOTBITNX 00bEMOB Tpaduka, OH MOXKET HE
obOecnieunBaTh mudpoBaHue U pacudpoBKy OOJIBIIOr0 YKHCIIA MTAKETOB 03
3HAUMTEIBHBIX 3asiepkek. CnenoBarenbHo, cepBep VPN nomken co3naBarbes C
Y4E€TOM OXKHJIAEMOT0 YHCJIa €IMHOBPEMEHHBIX COCIUHEHUH.

Eme o MOMEHT MOXKET MOBJIUATh Ha UCTIOJB30BAHUE OpTaHU3aIneit
nosib3oBaTenbckoil VPN. OH cBsI3aH ¢ UCIIOJIB30BAHUEM TPAHCISLUN CETEBBIX
anapecoB (NAT) (ans monydeHus: JONOIHUTENbHOU UH(POPMAIUU 10 3TOU
TEXHOJIOTHH 00paTUTECh K "APXUTEKTypa HHTEpHETA" ) HA MPOTHUBOIIOIOKHOM
KOHIIEe coenuHeHus. Ecu o)kuaaeTcs, 4To COTPYTHUKN OPTaHU3aluu Oy IyT
IBITaThCs UCTIOIB30BaTh VPN ¢ y3I10B, 3aIUIIEHHBIX MEKCETEBBIMU YKPaHAMH,
MOTYT BO3HUKHYTH Mpo0sembl. Hanpumep, ecnu opranuzaius A siBisieTcs
KOHCAJITHHTOBOI KOMIIAaHUEHN C COTPYIHHUKAMU, padOTarOIMMU B opranu3anuu b,
B A MOXXET BOBHUKHYTh IOTPEOHOCTh MPEAOCTABUTH CBOMM COTPYIHUKAM
00paTHYO CBS3b ISl PaOOTHI C AJIEKTPOHHOM MOYTOM M MOJYYEHHUs TOCTyNa K
daiinam. O1HaKO, €CJIU ATU COTPYIHUKH pabOTaIOT C KOMITBIOTEPOB, BXOISIIHNX B
COCTaB BHYTPEHHEU CETU OpraHu3aluu b, B KOTOpOW UCIIOJIb3YETCA
nunamuueckas NAT 1uist CKpBITUSL aI]peCOB BHYTPEHHUX CUCTEM, 3TO OKAXKETCS
HEBO3MOKHBIM. Eciiy B Balliell opranu3aiu NpearnoyTeHne OTIAeTCs
ucnonb3oBanuio VPN nMeHHO TakuM 00pa3oMm, CIeayeT MPOBEPUTh
BO3MOXKHOCTH TIporpammMHoro odecrneuenus VPN.

YupasieHue nojab30BaTeJbcKuMu VPN
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VYnpasnenue noiabzoBareabckuMu VPN, riaBHbIM 00pa3oM, 3aKiI04aeTcs B
yNpaBIICHUH TOJIb30BATEISIMU U UX KoMIbloTepamu. [Ipu paznenenun
COTPYJIHUKOB HEOOXOJIMMO BBIMOJHITH COOTBETCTBYIOLIME POLEAYPHI IO
YIPABJIECHUIO TOJIb30BATEISAMM.

Pa3ymeercsi, Ha KOMIIbIOTEPAX MOJIB30BATENEH TOJKHBI YCTaHABIIUBATHCS
npaBWIbHbIE Bepcuu nporpamMmmuoro odecrneuenus VPN u peann3oBbiBaThCs
COOTBETCTBYIOIINE KOHPUTryparuu. Eciu KoMIbI0Tephl MpUHAIIEKAT
OpraHu3aliy, 3TO IPOrpaMMHOE 00ECIIEUeHHE ABIISETCS CTaHIaPTHBIM
KOMITOHEHTOM JJIs1 KaKJ0ro KoMmIbroTepa. Eciu opranusanys pazpeniaert
coTpynHHUKaM ucmnoyib3oBaTh VPN co cBOMX MOMalIHUX KOMITBIOTEPOB, €i
MOHAJI00UTCS YBEIUYUTH OOLIUN YPOBEHb MOAIEPAKKH ITHUX TOJIb30BaTENEH, TaK
KaK pa3IMuHble KOMIBIOTEPHI U MOCTABIIMKH YCIYT UHTEPHETa MOT'YT TpeOOBaTh
HAJIMYKE Pa3Iu4HbIX KOHPUTYpaluid.

PazsepTriBanue y31m0BbIX cerel VPN

VY3510BbI€ BUPTYaIbHbIE YACTHBIE CETH UCIIONB3YIOTCS OPTraHU3ALMAMU IS
MOJKJIFOYEHUS K YIAJIEHHBIM y3J1aM 0€3 MPUMEHEHHsI I0pPOroCTOS X
BBIJICJICHHBIX KAHAJIOB WJIU JJIsl COCIMHEHUS IBYX PAa3IUYHBIX OpraHU3aluii,
MEX1y KOTOPBIMU HEOOXOAMMA CBSA3b AJI OCYILECTBICHUS HHPOPMAIIIOHHOTO
0o0Me€Ha, CBSI3aHHOTO C JIEATEeNIbHOCTBIO 3TUX opranu3anuii. Kak npasuino, VPN
COEIMHSIET OIMH MEXCETEBOW dKpaH WM MOTPAaHUYHBIN MapIIPyTHU3aTOP C
APYTUM aHAJIOTMYHBIM YCTPOMCTBOM (cM. puc. 11.4).

UYto0bl MHULIMMPOBATH COETMHEHHE, OJIMH U3 Y3JI0B OCYILECTBIISET MOMBITKY
nepeaath Tpaduk Apyromy y3iy. BenenctBue 3Toro Ha 000ux
NPOTUBOMOJIOKHBIX y3nax coearHeHuss VPN nnunuupyercss VPN. O6a
KOHEYHBIX y3JIa ONPENeNsaOT NapaMeTphbl COSAMHEHUS B 3aBUCUMOCTH OT
MOJUTHK, UMEIOIIUXCs Ha y3nax. Oba caiita OynyT ayTeHTHQHUIMPOBATH APYT
Apyra NocpecTBOM HEKOTOPOTo OOIIEro NpeonpeeIeHHOr0 CeKpeTa JInbo C
MOMOIIIbIO cepTU(UKaTa C OTKPBITHIM KII04oM. HekoTopbie opranuzanuu
HCMOJIB3YIOT y3710Bble VPN B KaueCcTBE pe3€pBHBIX KAHAIOB CBS3U JJIs

ApEHIYEMBIX KaHAJIOB.
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Buumanmue!

[Ipu pabote ¢ naHHOM KOHpUTYpanuel Heo0X0IUMO 00eCTIeYnBaTh MPABUIBHYIO
HAcCTpoMKy Mapuipyruzauuu. Kpome Toro, pusnyeckuii kKaHai cBs3u,
ucnonb3yembiid 171 VPN, 00s13aTeNbHO JOJKEH OTINYaThCs OT KaHala,
HCIIOJIb3YEMOT0 apEHyEMbIM COeAMHEHNEM. MOXET OKa3aThCs Tak, 4To 00a
COEIMHEHHMSI OCYLIECTBIISIOTCS Yepe3 OJUH U TOT K€ (PU3NYECKUI KaHAIl CBS3H,

BCIICJICTBUE YETO HEe OyleT 00eCTIeunBaThCS JOMKHBIM YPOBEHDb H30BITOYHOCTH.

R, R
briists Pty BHyTRpEHHAR
1 Eorrtin. WHTepHeT »  Ereiiise—
BHyTpeHHAR ceTb- ﬁ% «::.;%_ UPFIJ‘J r;‘j."_; {hﬁ _/ ceTe opraHaza |
| OpraHMzaLn, @‘&{% ~ - : :éﬂ UMK © yasneH
i I T ™ HEIM y3nom

2

hexceTer ol akpaH
¥OaNeHHoro ¥3na

MexceTer ol akpaH
rMaBHOro y3na

Puc. 11.4. Mexy3noBoe coequaenue VPN, nmpoxogsiiee yepe3 UHTEPHET
IIpeumyuecra y3ja0Bbix VPN

Kak u B ciyuae ¢ nosip3oBatenbckuMu VPN, OCHOBHBIM MTPEUMYLIECTBOM
y3n0Boi VPN siBnsieTcst 5KOHOMUYHOCTh. Opranuzanus ¢ HeOOIbIINMHU,
yJIaJEHHBIMU JIPYT OT JIpyra opucaMu MOXKET CO3/1aTh BUPTYAIbHYIO YaCTHYIO
CEeTh, COEAMHSIONIYIO BCE YAaTICHHBIE OPUCHI C [IEHTPATBHBIM y3JI0M (WU JIaXKe
APYT C IPpYyroM) CO 3HAYUTEIBHO MEHbIIMMU 3aTpataMu. CereBast
MH(PaACTPYKTYypa TaKKE MOKET ObITh MPUMEHEHA 3HAUUTEIBbHO OBICTpEE, TAK KaK
B YQJIEHHBIX 0(rcax MOTYT UCIOIb30BaThCs JIOKanbHbIE ISP miia kananos ISDN
wi DSL.

Ha 6a3e nonutuku opraHu3anuu MOTyT ObITh pa3pabOTaHbl paBUia,
OIpeNENAIOUINe, KAKUM 00pa30oM y/lajJeHHbIE CAalThl OyAyT MOAKIOYATHCS K
LEHTPAJIIBHOMY CaWTy WX Apyr K apyry. Ecim y3nosas VPN npennasnauena s
COEIMHEHUS IBYX OpraHHU3alHid, TO HA JOCTYIl KO BHYTPEHHUM CETAM U
KOMITBIOTEPHBIM CHCTEMaM MOT'YT HAJIAraTbCsi CTPOTUE OTPAaHUYCHHUS.
IIpo6.iembl, cBsi3aHHBbIE ¢ y3J0BbIMH VPN

V3noBsie VPN pacuiupsitor nepumeTp 0€301aCHOCTH OpraHu3aluu, 100aBisis

HOBBIC YAAJICHHBIC Y3JIbl HJIM J1aKC YIaJICHHBIC OPTaHHU3al1H. Ecan YPOBCHb



0€30MacHOCTH YAAJIEHHOTO y351a HeBeNHK, VPN MoXeT mo3BoJIuTh
3JIOYMBIIIJICHHUKY MOJYYUTh JOCTYM K LHEHTPAIBHOMY Y3IIy U IPYTUM YacTsIM
BHYTpPEHHEH ceTu opranuzanuu. CienoBaTenbHO, HEOOXO0AUMO MPUMEHSTh
CTpOTHYe€ MOTUTUKHU U PEATU30BbIBATh (YHKIIMM ayIUTA 11 0OECIIeUEHUSI
0€30MacHOCTH OpraHu3aliy B 1IeJIoM. B cinyyasix, korjga ABe opranu3anuu
KCMOJIB3YIOT y3710BYH0 VPN 1711 cOeIMHEHNsI CBOUX CETEM, OUEHb BaXKHYIO POJIb
UTPAIOT MOJTUTUKUA O€30MaCHOCTH, YCTAHOBJICHHBIC TTO 00€ CTOPOHBI COCTMHCHUS.
B nannoii curyanuu 06e opranu3aiuu J0MKHBI ONPEIeTUTh, KaKUe TaHHbIe
MOTyT nepenaBarbes uepe3 VPN, a kakue - HeT, 1 COOTBETCTBYIOIIUM 00pa3oM
HACTPOUTH MOJIMTUKHA HA CBOMX MEXCETEBBIX YKPaHaX.

Ayrentudukanus y3noBbix VPN Takxke sSBIsSETCS BaKHBIM YCIOBUEM IS
oOecrnieuenust 6ezonacHoctu. [Ipy ycTaHOBKE COEIMHEHUSI MOT'YT UCIIOJIb30BATHCSA
IIPOU3BOJILHBIE CEKPETHI, HO OJIUH U TOT ke OOIIUIA CEKpPEeT He JOJIKEH
WCIIOIb30BaThCA 715 Oosiee ueM ogHoro coeanHenus VPN. Ecnu npeanonaraercs
WCIIOIb30BaTh CEPTU(UKATHI C OTKPHITHIMU KIIOYAMH, HEOOXOJIUMO CO3/1aTh
MPOUEIYPHI ISl MOAACPKKH U3MEHECHUS U OTCIIC)KUBAHUS CPOKA ICHUCTBUS
cepTuduKaToB.

Kak u B cityuae ¢ none3oBarensckumu VPN, cepep VPN nomxeH noaiepxuBath
nemmdpoBanue u mudpposanue VPN-tpaduka. Ecnu ypoBeHb Tpaduka BbICOK,
cepep VPN moskeT okazarbcsi IeperpyKeHHbIM. B 0COOEHHOCTH 3TO OTHOCHUTCS
K CUTYalllH, KOTJla MEKCETEBOM dKpaH siBisieTcss VPN-cepBepoM, 1 UIMEET MECTO
UHTEpHET-TpaduK OOJBIIOT0 0OBhEMA.

Haxonern, HeobxoaumMo 00/ 1yMaTh BOIPOCHI, CBA3aHHbIE ¢ aapecarueit. Eciau
y3no0Basgs VPN ucnons3yercs BHyTpU OJIHOW OpTaHU3aIMK, B He HEOOXO0IUMO
HaJu4yue OIMHAKOBOW CXEMBI aipeCalliy IS BCEX y3JI0B. B manHOM ciryyae
ajzipecaliusi He MPeJCTaBIsSIET Kako-nnbo cinoxHoctu. Ecnu ke VPN
WCIIOJIB3YETCS ISl COSIMHEHMSI IBYX PA3IMYHbBIX OpraHu3aIifii, HE0OX0 MO
MPEANPUHATD MEPHI JIJIST IPEYIPEKICHUS TIOOBIX KOH(DIUKTOB, CBI3aHHBIX C

aapecanuen. Ha pucynke 11.5 oTrpaskeHa Bo3HUKIAs KOHMDIUKTHASI CUTYaIIUA.


http://www.intuit.ru/studies/courses/102/102/lecture/2991?page=4#image.11.5

3,Z[€CB obe opraHu3alru UCIIOJb3YIOT YaCTH OAHOI'O U TOT'O K€ YaCTHOI'O

aapecHoro mpoctpanctsa (ceth 10.1.1.X).
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Puc. 11.5. Y3nosas VPN mMoxeT BbI3bIBaTh KOH(PIUKTHI, CBSI3aHHBIE C
azpecauuen

OueBUIHO, YTO CXEMBI ajpecaluu 0yayT KOH(GIUKTOBATh APYT C APYTOM, U
MapuipyTtuzanus Tpaduka He OyaeTr PyHKIIMOHUPOBaTh. B nanHOM citydae
Kaxzaas ctopoHa coenuHeHns: VPN momkHa BBINOIHATH TPAHCISALMIO CETEBBIX
aJpECOB U MEPEATPECOBBIBATH CUCTEMBI IPYTOM OPraHU3alMy Ha X
COOCTBEHHYIO cXxeMy ajapecaruu (cM. puc. 11.6).

Yupasienue y3iaoBbiMu VPN

CeTeeoM akpaH CeTes oM 3kpaH
ocywecTenAeT NAT ocylwecTenAeT NAT
M NepeanpacoELIEaaT W NepesdpecoBEIBIET
CMCTEMEl B OpraHmKsagmMym B CMGTEMB! B OpraHKagLmA A
Ha agpec 10.100.1 x. Ha agpec 10.100.1 x.
R R .
BHYTPEHHAA COTE . o *\‘F\:xﬂ WHTepHeT F L33 :fta. .~ BHyTperHaa ceTs,
DpraHms'au,MMA ’ﬁ‘” ‘“1:1 —i= ﬁ " ¥OaNeHHoro cakTa
'i B, \E )
L F q@% ey \Jﬂ npraHVL?a_gmmB
CeTeeoid EHpEIH CeTeeoid 3KpaH
‘ OPraHusaumK A opraHusaumK B | Y4 I
Cete 101 xx CeTe 101.1x

Puc. 11.6. Y3nosas VPN ucnonszyer NAT 15 npenoTrBpaiieHus KOHQIUKTOB
azpecanuu

[Ipu ocymiecTBICHUN KOHTPOJISI HAJl MAPUIPYTU3ALUEH MOT'YT MTOHAA00UTHCA
JIOTIOTHUTENbHBIE (DYHKIIMHU 110 yrpaBiieHuto. Ha mapipyruzatopax BHYTpEHHUX
ceTelt moTpedyercst co3aTh MAPUIPYTHI K YIAJEHHBIM caiiTaM. DTH MapuIpyThl,

Hapsiy C YIPaBJICHUEM CXEMOM ajpecalyu, JOJKHBI YeTKO JOKYMEHTUPOBATHCS
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BO M30€XaHNE HEMPETHAMEPEHHOT 0 y/IaJeHUsI MapIIPyTOB B MPOIECCe
yIpaBJIEHUs MapLUIPYTU3ATOPOM.

Bomnpocsl aj1s1 camonpoBepKu

UYro ABnsieTCA OCHOBHOW NMPUYMHOM ITIPUMEHEHUS B OpraHu3anusax cered VPN?
Nudopmanus, nepenapaemas yepe3 VPN, 3amuniaercsi ¢ noOMOIIbIO

[ToHsiTHE CTAaHAAPTHBIX TEXHOJOTH PyHKIIMOHUpPOBaHUus VPN

Cetb VPN cocTouT 13 4eThIipex KIHUEeBbIX KOMIIOHEHTOB:

Cepsep VPN.

AnroputMmsl uppoBaHUs.

Cucrema ayreHTUDUKAITIH.

ITporokonm VPN.

OTU KOMIIOHEHTHI PEATU3yIOT COOTBETCTBUE TPEOOBAHUSM O O€30MMACHOCTH,
NPOU3BOJIUTEIBLHOCTH U CIIOCOOHOCTH K B3aUMOACHCTBUIO. T0O, HACKOJIBKO
IIPaBUJILHO peanu3oBaHa apxurekrypa VPN, 3aBUCUT OT ipaBUIBHOCTH
onpenenenus TpedboBanuil. OnpeaeneHue TpeOOBaHUN JTOJHXKHO BKIIIOUATh B ce0s
CJIENYIOIINE aCIIEKTHI.

KonndecTBo BpeMeHH, B TEUEHUE KOTOPOTro HEOOXOIMMO 00€CIIEYNBATh 3AIIUTY
uHdopMaIuu.

Huciio 0OTHOBPEMEHHBIX COSIMHEHHUH TTOJIb30BaTEIICH.

OsxujtaemMble TUIIBI COETMHEHU MoIb30BaTeNel (COTPYAHUKH, paboTaroue U3
JIOMa U HaXOJISIIITUECS B MTOE3/IKE).

Yucno coequHeHni ¢ y1aJ€HHbIM CEPBEPOM.

Tunsi cereit VPN, KOTOpbIM MOHA100UTCS COEIMHEHUE.

OxunaeMbiii 00beM BXOJSIIETO U UCXOAAIIEro Tpaduka Ha yAaleHHBIX y3Jax.
[Tonutuka 6€30MaCHOCTH, ONPEENSIONIas HACTPOUKHN 0€30MacHOCTH.

[Tpu pa3zpaboTKe CHCTEMBI TaK)KE€ MOXKET OKa3aThCs MOJIE3HBIM YKa3aTh
JOTIOJIHUTENbHbBIE TPEOOBaHNUS, CBA3aHHbBIE C MECTOIOIOKEHUEM COTPYIHUKOB,
HaXOJAIIMXCS B OE3AKE (MMEIOTCS B BUAY Y3Jbl B IPYTUX OPraHU3aLUsAX WIH B
HOMEpAX OTeJel), a TAKKe THITBI CITYk)0, KOoTopblie OyayT paborath uepe3 VPN.

Cepsep VPN



Cepsep VPN npencrapiisier co00H KOMIBIOTEP, BHICTYIAIOIINN B POJIU
KoHeuHOoro y3Ja coequnenust VPN. JlaHHbIN cepBep T0JDKEH 001a1aTh
XapaKTEPUCTUKAMU, JOCTATOYHBIMHU JIJISI TOAJACPIKKN OXKUIAEMON HArPy3KH.
bonbias yacte npousBoguTeien nporpaMmmuoro odecrneuenus VPN nomkHa
MPEIOCTABIATh PEKOMEHAAIUN MO MOBOAY NPOU3BOAUTEILHOCTH MPOLIECCOPA U
KOH(UTypanuu maMsiTH, B 3aBUCHMOCTH OT YHCJIa €TMHOBPEMEHHBIX VPN-
coenuuenuii. Creyer 00ecTieunTh HATMIUE CUCTEMBI C COOTBETCTBYIOIIIMMHU
napaMeTpamMu, a TakKe 03a00TUTHCS O €€ TalbHEUIIed MOIEPHU3AIIIH.
IMpumeyanne

Mosket noTpedoBaThCs CO3/IaHne HECKOIBKUX cepBepoB VPN, urobsl obecrieuuTh
MOAJIEPIKKY OKHUIAEMOM HAarpy3ku. B nanHoM cirydae oxumaembie VPN-
COEMHEHUS TOJKHBI KaK MOKHO CKOPEE paclpenessaThCs MEKY CUCTEMAMMU.
HexoTopbie mpou3BOaUTENN BKIIOYAIOT B CBOU CUCTEMBI METOJIbI 00X0/1a OIMOOK
U pa3pemaroT Hainuue u30bITouHbIX cepBepoB VPN. O6xo/ omnO0oK MOXKET He
MOAPa3yMEBATh PACIIPEICIICHUE HATPY3KHU, IO3TOMY COCTMHEHUSI MOT'YT MO-
peXHEMY TpeOOBaTh paclpeieseHuss MeXAy cepBepaMu. ITO 00CTOSATENBCTBO
HE0OXOIMMO MTPUHUMATH BO BHUMAHUE MTPU TIOCTPOCHUH CUCTEM.

VPN-cepBep nomkeH ObITh pacmonoxeH B ceTu. CepBep MOXKET ObITh
MEKCETEBBIM 3KPAHOM HIIH TIOTPAHMYHBIM MapHIpyTu3aropom (cm. puc. 11.7),
yT0 ynpomaet pa3menienue VPN-cepsepa. B kauectBe asibTepHATHUBBI CEPBEP
MOJKET SABJIATHCS M OTACIIBHON cUCTEeMOM. B 3TOM ciyuae cepBep 10JKEeH OBbITh
pacrooXKeH B BBIACIICHHON TeMuuTapu3oBanHoi 30He (DMZ) (cM. puc. 11.8).
B uneansHoM cnyuyae nemuinrtapuszoBanHas 30Ha VPN noipkHa comepxarhb
Tosibko VPN-cepBep u ObITh oTaebHON 0T DMZ unTepHeTa, coaepkaiieit Beo-
CEpBEPHI U IOYTOBBIE CEPBEPHI Opranu3anuu. IlpuunHoit asisercs 1o, yto VPN-
CEpBEp pa3pemaeT J0CTYIl KO BHYTPEHHUM CUCTEMaM aBTOPU30BaHHBIM
MOJIb30BATEIISIM |, CIIEOBATENBHO, JODKEH PACCMaTPUBATHCS KaK O0BEKT C
OOJIBINICH CTETICHBIO JOBEPUS, HEXKEH MOYTOBBIC U BEO-CEPBEPHI, JOCTYH K

KOTOPBIM MOJKET OBITH OCYIICCTBJICH JIMLIAaMH, HC ITOJIb3YIOIIUMHUCA JOBCPUCM.
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AKpaHa U pa3pellaeT nepenavy Toiabko Toro Tpaduka, Kotopsiii Tpedyer VPN.
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Puc. 11.8. Apxurekrypa cetu VPN 175 otaenbHoro cepsepa VPN

Ecmn VPN-cepBep paconoxeH B JeMWINTapU30BaHHOU 30He VPN, mexcereBon
AKpaH MOKET MOTPeOOBaTh YCOBEPIIEHCTBOBAHUS [IJISl TIOJIJIEPKKU HATPY3KH
Tpaduka. [laxke HECMOTpPS Ha TO, YTO MEKCETEBOM dKpaH HE OyAET BBINOIHATh

GyHKIMIO U(POBAHUS, UCXOHBIN MEXCETEBOM SKpaH MOXKET 00J1aJ1aTh



HEJ0CTATOYHBIMU XapaKTEePUCTUKAMU JJI 00eCTICUeHUSs BHIYUCIUTEIIbHON
MOILHOCTH, HeoOxoaumoit aiisa Tpaduka VPN. Eciu tpaduk VPN sBnsercs
BaYKHBIM JIJISl OpraHU3alli1, HA MEXCETEBOM dKpaHe JI0JKHA MPUCYTCTBOBATh
HEKOTOpas cucTeMa 00xoaa ommoOoK. B kauecTBe anbTepHATUBBI MOKHO
MCIOIB30BaTh OTACNbHYIO TuiaTdhopmy VPN. Takoe ycTpoiicTBO obecrieuut
pasrpy3Ky MEXKCETEBOT0 3KpaHa, B3sB Ha ce0s pyHkmmu 00padboTkn VPN.
[IpaBuia MOIUTUKHA MEXKCETEBOT0 KpPaHa I IEMUIATAPU30BAHHOM 30HbI VPN
omnpezenensl B Tadn. 11.1. 3meck comepxarcs mpaBuia, HEOOXOAUMBIE TS
JEMHWJINTAPU30BAHHOU 30HBI MHTEPHETA U IEMUIIMTAPU30BAHHOM 30HBI VPN.
IIpaBuina 1, 2 u 3 oTHOCATCA K AemunuTapu3zoBanHoi 30He VPN. IIpasuio 1
1o3BoJAeT KiueHtaM VPN ocymecTBisaTs goctyn K cepsepy VPN ¢
UCIIOJIb30BaHUEM JIFOOOM CITY>KOBI, TpeOyeMOi POrpaMMHBIM 0OeCTIEeUeHHEM
VPN. IlpaBuiio 2 pa3pemaer VPN-cepBepy OCyIIECTBIATh MAPLIPYTU3ALUAIO ATUX
COEJIMHEHU BO BHYTPEHHIOIO ceTh. [IpaBuiio 3 uCKIoyaeT CoeqMHEHNE
JNEMUJINTApU30BAaHHOM 30HBI MHTEPHETA C IEMWJINTAPU30BAaHHON 30HOU VPN,
M30JMpys AeMuanTapu3oBaHHyto 30Hy VPN or cuctem B DMZ unrepnera,

MMOJIB3YIOINXCA MCHBIIIUM J10OBCPUCM.

Tabnuna 11.1. [IpaBuiia MOMUTUKN MEXKCETEBOTO IKpaHa, BKIIOYAIOIINE

JEMWIMTApU30BaHHYIO 30Hy VPN

Howmep
. HUcxomgHpr Koneuynnr - Cayx
NnpaBu . HdeucrBue
i IP i IP 0a
Ja
1 . JIro6oi . VPN- . Cnyx [TpunsTue
cepBep 0a
VPN
2 . VPN- . Buytpenn - Jtobo [IpunsaTue

CCPBCP S CCTh )41
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3 . JIro6oii . VPN- . Jiobo OTKJIOHEH
cepBep 51 ue
4 . JIro6oii . Be0- . HTTP [Tpunstue
cepBep
3) . JIro6oii . [loutoBbl SMTP - [Tpunsitue
1 cepBep
6 . ITouToBBI JIroOoit . SMTP - [IpunsiTue
1 cepBep
7 . Buytpenn e JIro6oii . HTTP, - [Ipunsarue
SAsI CETh HTTP
S,
FTP,
telnet,
SSH
8 . BuyTpeHH ° JIro6oii . DNS - [IpunsaTne
as1t DNS
9 . JIro6oii . JIro6oii . Jrobo Copoc
17§

Aaroputmbl MpoBaHUSs

Anroputm mudpoBanus, ucnonb3dyembiii B VPN, 10mKkeH ObITh CTaHAAPTHBIM
MOIITHBIM asiropuTMoM I poanus (B "lIudpoBanue" npuseneHa 6oiee
nojpoOHas nHdopmanus o cucremax mudpoBanus). Bo3uukaer Bonpoc: kakas
xe cuctema mudpoBanus camas nyuimas? Boobie, Bce cTaHgapTHbIE U MOIIHbIE
AIrOPUTMBI MOTYT 3P (PEKTUBHO UCTIOIB30BATHCS MpU ocTpoeHuu VPN.
PaznuyHble NpOM3BOAUTENN OTIAIOT MPEANIOYTEHHUE PA3IMUYHBIM AJITOPUTMAM, B
3aBUCHMOCTH OT OTPAaHUYECHUM pEAIM3alNN NPOAYKTA, aCTIEKTOB, CBSI3aHHBIX C
JUUEH3UPOBAHUEM, U IPEINOYTEHH 10 TporpaMMupoBanuio. [Tpruobperas

nporpaMMHbIi maker VPN, cineayer BeICIymiaTe KOMMEHTAPUU CIIELAAIUCTOB U
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yOeIuThCA B TOM, YTO IPOU3BOIUTEINb UCIIONIB3YET MOIIHBIA aqrOpUTM
mHUPpPOBAHHUSL.

Yurarenb MOXKET 0OpaTUTh BHUMAHUE Ha TO, YTO B MPEAbIAYILIEM a03alle yAeJIeHO
0co00€e BHUMaHuE BbIOOPY anropurma mudposanud. Cieayer 3aMeTUTh, 4YTO
BBIOOp AJIrOPUTMA HE UMEET MPUHUMITUATBHOIO 3HAYEHUS, €CJIM OH OyJeT
CTaHAAPTHBIM U B JOCTaTOYHOM CTENEHU MOILIHBIM. ['0pa31o OomblIe BAUSET HA
o01Mii ypoBeHb 0€30MaCHOCTH peaau3anus cucteMbl. HenpaBuibHO
peain30BaHHAasl CUCTEMAa MOXKET CJIeTIaTh OECTIOIE3HbIM CaMBIl MOITHBIH
anroput™m mudpoBanus. [I[puHsIB BO BHUMaHKE CKa3aHHOE BBIIIIE, JTaBATe
U3Y4YHM PUCKH, CBSI3aHHBIE C Ucniofib3oBaHueM VPN. Jljist Toro 4to0sl MoiIy4uTh
JocTyn K uHopmanuu, nepenapaemoit yepe3 VPN, 310yMBIIIIEHHUK JTOTKEH:
3aXBaTUTh BECh CEAHC COCAUHEHHUS, T. €. PA3MECTUTH YCTPOUCTBO
MPOCITYIIMBAHUS MEXAY MPOTUBOIOJI0KHBIMHA KOHIIAMU COCTMHEHHUS B TOM
MecCTe, uepe3 KOTopoe JO0JKEH nepeaaBaThes Bech Tpahuk VPN;

MCIIOJIb30BaTh OOJIBUINE BBIUUCIUTENBHBIE MOIIIHOCTH U OOJIBIIOE KOJTUYECTBO
BPEMEHU JJIs IepexBaTa Kiro4a ¢ HTOMOLIbIO IPpyOOi CHIIbI U 1S AeN(pOBaAHUS
Tpaduka.

3I10yMBIILIEHHUKY TOPa30 MPOIlle UCIOJIb30BATh UMEIOIIYIOCS YSI3BUMOCTD Ha
KOMIIBIOTEPE TMOJIH30BATENSI INOO YKPACTh MOPTATUBHBIA KOMIIBIOTEDP, HAIPUMED,
B asponopty. Ecnu undopmarms He npeactasisier co00i 0co00i BAXKHOCTH, B
VPN M0XHO KCTIOJIb30BATh JIFOOOH IMIUPOKO PACTIPOCTPAHCHHBIN, MOITHBIN
aNroput™M mudpoBaHusl.

Cucrema ayreHTHQUKAINH

Tperbum KOMIOHEHTOM apXUTeKTypbl VPN siBiisiercsa cucreMa ayTeHTU(UKALIH.
Kak yxe roBopuiocs panee, cuctema ayrentudukanuu VPN nomkHa ObITh
nByx¢aktopHoit. [lonp3oBaTenn MOTyT MPOXOIUTH AyTEHTHU(PHUKAIIUIO C
HCIOJIb30BAHUEM TOT'0, YTO OHU 3HAIOT, TOTO, YTO Y HUX €CTh WK C TIOMOIIIBIO
JAHHBIX O TOM, KEM OHH BJSAIOTCA. [Ipy nenonb3oBannu noap3oBarenbCekux VPN

OTHACTCA MPCAIIOYTCHUC IICPBBIM JIBYM BapHUaHTaM.



Xoporieit KoMOMHAIMEN CPECTB ayTeHTU(UKALIMU SABJISIIOTCS CMapT-KapThl B
nape ¢ NepCoOHAIbHBIM HACHTU(DUKAIIMOHHBIM HOMEPOM WJIU TIAPOJIEM.
[IpousBoauTenu MporpaMMHOro oOecredeHus, Kak MpaBuiio, NPeaoCTaBIsIOT
OpraHu3alusaM Ha BEIOOP HECKOJIBKO CUCTEM ayTeHTU(uKauu. B nanaom
MEPEYHE NPUCYTCTBYIOT BEAYIIME MPOU3BOJUTEIIN CMApPT-KapT.

Mpumeyanue

Hcnonp3oBanne cMapT-KapT MOBIEYET 3a COO0H yBETUYEHNE CTOMMOCTH
ycnoyib3oBanug VPN s kaxaoro nons3oBarend. HecmoTps Ha TO, 4TO 3TO
00CTOSITENIBCTBO MOBBICUT CTOUMOCTD HCITOJIb30BAHUSI COSTMHEHMSI, 00ECTICUCHHE
00J1e€ BHICOKOT'O YPOBHSI 3alIIUTHI 3TOTO CTOMT.

Ecnu B opranuzanny npearnoyuTaroT OIpu ucnoiib3oBanuu VPN nonaratecs
TOJIBKO Ha MapoJiv, OHU JIOJKHBI OBbITh MOIIHBIMU (KaK MUHUMYM, COYETaHUE U3
BOCBMH OYKB, ITU(DP U CIEIHAIBHBIX CUMBOJIOB) M PETYJISIPHO U3MEHSTHCS
(xaxxapie 30 gHel).

IIporokoa VPN

[Ipotokon VPN ompexenser, kakuM o0pa3zom cucrema VPN B3auMopaeicTByer ¢
JIPYTUMH CUCTEMaMH B UHTEPHETE, a TAK)KE YPOBEHb 3aIUIIEHHOCTH Tpaduka.
Ecnu paccmarpuBaemas opranuzanus ucronb3yer VPN TOIbKO 11 BHYTPEHHETO
UHGOPMAIIMOHHOTO 0OMEHA, BOTIPOC O B3aUMOJICUCTBUH MOYKHO OCTaBHUTh 0€3
BHUMaHMs. OJIHAKO €ClIK opraHu3aiusa ucnosibiyer VPN s coeuHenus ¢
JIPYTUMU OpTaHU3alMAMU, COOCTBEHHBIE MMPOTOKOJIBI UCIIOIB30BaATh, CKOPEE
BCero, He ynacted. B pasroBope 06 anroputme mudpoBaHus ObLJIO YIOMSIHYTO,
YTO BHEIIHUE OKPY’Karolre (PakTopbl MOTYT OKa3bIBaTh OOJIbIIIEE BIMSIHUE HA
0€30MacHOCTh CUCTEMBI, YeM alropuTM mudposanus. [Ipotokon VPN okaspiBaeT
BIIMSIHUE HAa OOLIUN YpOBEHb 0€30MacHOCTH CUCTEMBI. [IpudunHOil 3 TOMY SBIISIETCS
TOT ¢akT, uTo poTokon VPN ucnonb3yercs s oOMeHa KIIFouaMu M (QpoBaHUs
MEXKy IBYMSI KOHEUHBIMH y3J1aMu. Eciii 3TOT 00OMEH He 3alllMIlIEH,
3JIOYMBITIUICHHAK MOJKET TTePEXBAaTUTh KIIFOUW U 3aTeM pacim@poBath Tpapuk,

CBeJlsl Ha HET Bce npeumyniectsa VPN.



[Ipu coeaquHeHn peKOMEHIYETCS UCTIOIb30BaTh CTaHIapTHBIE IPOTOKOJIBL. B
HacToslIee BpEMsI CTaHAAPTHBIM NpoTokoaoM At VPN sauserca [PSec. Oror
OPOTOKOJI MPEACTaBIsIET co00il nononHeHue K [P, ocymecTpaustoiee
MHKancyisuuio u mudposanue 3arogoska TCP u noneznoi nundopmanum,
conepkaieiics B nakere. [PSec Takke noaaepxuBaeT 0OMEH KIIF0OYaMH,
yAaJeHHYIO ayTeHTU(UKAINIO CATOB U COTJIACOBAHHE aJTOPUTMOB (KaK
anroputMa mudpoBanus, Tak u xdmr-Gyuakmun). IPSec nconszyer UDP-mopt
500 aJ1st HAYAJIBHOT'O COTJIACOBaHMUS, TIOcie yero ucnomnb3yercs [P-nporokon 50
mutst Bcero Tpaduka. Jlis npaBunbHOTO GyHKIIMOHUPOBaHUS VPN 3TH POTOKOIIBI
JOJKHBI OBITh pa3pelIeHbI.

Bomnpoc k 3kcnepry

Bonpoc. Paboraer nu [IPSec uepe3 MexcereBbie SKpaHbl?

OtBet. C pabotoii IPSec uepe3 MexceTeBble 3KpaHbl CBSI3aHbl HEKOTOPBIE
ocoO0eHHOCTH. Bo-TiepBbIX, HA MEXKCETEBOM dKpaHEe OJKEH ObITh pa3peleH
tpaduk UDP yepe3 nopt 500 u nocnenyromuii [P-tpaduk ¢ mporokonom 50.
B03MO0XKHOCTB yCTaHOBKM 3TUX Pa3pELICHUN 3aBUCUT OT MEXCETEBOr0 YKPaHa.
Kpome 310oro, BO3HMKAET BONPOC, CBA3AHHBIN C UCIIOJIb30BAHUEM TPAHCIISALUN
MmexceTeBbix anpecoB (NAT) (s momydeHus: JOMOMHUTENFHON HH(GOPMAITIH TI0
3TOM TeMe oOpaTuTech K "ApxurekTypa untepHera" ). Eciu MexceTeBoit 2kpaH
OCYLIECTBIISIET TPAHCISALHUIO aIPECOB IS ITAKETOB IIPU UX MOCTYIUICHUH U3
MHTEPHETA BO BHYTPEHHIOIO CETh, TO €MY HY>KHO COOTBETCTBYIOIIUM 00pa3oM
TpPaHCIUPOBATh KOHEUHBIN ajpec, YTOObI TpaUK JOCTUT BHYTPEHHETO KIMEHTA.
HemHorue mexxceTeBbie SKpaHbl CITIOCOOHBI BBIMOIHATH 3TY (DYHKIHIO MPU padoTe
¢ Tpadukom, He ucnonb3yromuM noptsl UDP unu TCP.

HekoTropble TOCTaBIIMKU CETEBBIX YCAYT (B YaCTHOCTH, MOCTABIIMKHN KaHAJIOB
DSL 1 xabenpHBIX KaHAJIOB) OTPaHUYMBAIOT HUCIIOIH30BAHUE STUX MMPOTOKOJIOB B
CBOMX ceTsX. J[J1s1 TOro 4To06l UMETh BO3MOYKHOCTD UX UCIIOJIb30BAHUS, KIIUEHTY
npuaercs npuodpecTr OU3HEC-MaKeT YCIYT BMECTO OOBIYHOTO CTaHAAPTHOTO

IIakerTa.
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I'maBHo# anbTepHaTUBOM npoTokoa IPSec apmsercs nmpotokon Secure Socket
Layer (SSL), ucnionbayemsiit juist 3amuthl HTTP (mis HTTPS ucnonszyercs
nopt 443). OnHako, NpUHUMAas BO BHUMaHUE, 4TO TexHoJorus SSL
npeaHa3HaueHa JJisi padoThl Ha MPUKIATHOM YPOBHE, OHA MOXKET OKa3aThCsl HE
cToib 3¢ ekTuBHOM B cpaBHeHuu ¢ [PSec.

Tunsl cuctem VPN

Teneps, mociie oocyxaeHust GyHkirmonupoBanus cereir VPN, napaiite
paccMOTPUM HENOCPEACTBEHHOE NpuMeHeHre VPN BHyTpHu opranusamnuu.
[ToMruMO BONIPOCOB, CBSI3aHHBIX C MOJUTUKOW U YIPABICHUEM, OPTaHU3ALNUN
HY>KHO BbIOpaTh TUI prodperaemoii cucreMbl VPN. Ha MomeHT Hanncanus
JTAHHOM KHUT'M MOKHO BBIJIEIIUTH TpU Thna VPN-mocrpourenei:

arnmapaTHbIE CUCTEMBI;

IPOrPaMMHBIE€ CUCTEMBI;

BE0-CUCTEMBI.

AnmnapaTHbie CHCTEMbI

Anmnapartssie cucteMbl VPN, Kak npaBuiio, 0a3upyroTcs Ha anmnapaTHON
miatdopMme, ucnosbdyemoii B kauectBe VPN-cepBepa. Ha atoit utardopme
BBITIONTHSIETCS MTPOTrPaMMHOE 00ECTIeYeHIE MPOU3BOIUTENS, @ TAKKE, BO3SMOXKHO,
HEKOTOPOE CHEIHAIbHOE MTPOrpaMMHOE 0OEeCTICUeHHE, MPEAHA3HAYECHHOE JIJIS
yJIy4IlIeHUs BO3MOXKHOCTEH mH(ppoBanus. B 60nbIIMHCTBE CilydaeB s
noctpoeHus VPN Ha cucreMe y/iaJeHHOro ojib30BaTeliss HE0OXOAMMO HATMIue
COOTBETCTBYIOIETO MPOrPaMMHOI0 obecreueHus. AnmnapaTHble miaTopMbl
TAKKE MOT'YT UCTIOJIb30BATHCS ISl IIOCTPOEHUS MEXKY3IIOBbIX VPN, X0Ts 3TO
3aBHUCUT OT MIPOU3BOJIUTENSI OOOPYIOBAHMUS.

AnnapatHas cucrema VPN uMeer 1Ba npenmyniecTna.

Cxkopocts. O6opyaoBaHue, KaK MPABUIIO, ONTUMUZHPOBAHO JJIS TTOIICPIKKA
VPN, mocpencTBoM 4ero 00ecreuynBaeTcs MPEeuMyIIeCTBO B CKOPOCTH TI0
CPaBHEHMIO C KOMIBIOTEPHBIMH CUCTEMAaMH OOIIEro Ha3HAYEHHUS. 3a CUET ITOTO
JOCTUTAETCSI BO3MOYKHOCTh HMOJJIEPAKKH OOJIBIIEro Yuciaa 0OJHOBpeMeHHbIX VPN-

COCIMHCHUH.



besonacnocte. Eciun anmaparthas miatdopma crienuaibHO pazpadboTaHa s
npunoxenuss VPN, 3 ee cuctemsl yiajieHbl BCE JIMIIHUE ITPOIPaAMMBI U
IIPOLIECCHI. 3a CYET ITOTO CHUIKAETCS CTENEHD MTOABEPKEHHOCTH aTaKaM I10
CPaBHEHMIO C KOMIBIOTEPHOU CUCTEMO O0IIEro Ha3HAYEHHUSI, B KOTOPO
paboTaroT Apyrue Nporecchl. IT0 HE 3HAYUT, UTO KOMIBIOTEP OOIIETO
Ha3HAYEHUS HE MOXKET OBbITh JOJKHBIM 00pa3om 3aiuiieH. Kak npasuo,
HCIOJIb30BaHUE KOMITbIOTEPA OOIIEro Ha3HAUCHUs TPEOYeT JOMOIHUTENbHBIX
YCWIINH 110 HACTPOIKe 0€30MaCHOCTH.

Buumanne!

Tor daxT, uro VPN ucnone3yercs Ha 0a3e anmapaTHoi miat@opmsl, He
03HAYyaeT, YTO CUCTEMA HUKOIa HE MOABEPrHETCS aTtake. Bianenen cucremsl
JOJKEH PETYJIPHO MPOBEPATH HATMYKE OOHOBIICHUM, BHIITYCKAEMBbIX
IIPOU3BOJUTEIIEM CHCTEMBI.

IIporpaMmMHBbIe CHCTEMBbI

[Iporpammubie VPN pa®oTaroT Ha KOMIIBIOTEPHBIX CHCTEMAaX OOLLIEro
HazHaueHusa. OHU MOT'YT OBITh YCTAHOBJIEHBI Ha BbiAeIeHHOU 11t VPN cucteme
7100 COBMECTHO C APYTUM IMPOrpaMMHBIM 0OeCTIeYeHHEM, TAKUM KaK
MexceTeBoM akpaH. [Ipu 3arpyske nporpaMmmMHoOro odecrnedeHust He00X0IUMO
00ecreunTh JOCTATOYHYIO MOIIHOCTh anmnapaTHON I1aT(OpMBbI 17151 OAAECPKKU
VPN. Tak kak VPN-1IpoayKT ycTaHaBIMBAETCs HA KOMIIBIOTEPHI, UMEIOIIUECS B
OpraHu3aliy, pPyKOBOJICTBO OPraHU3aIUU JOJKHO 1M03a00TUTHCS O COOTBETCTBUU
KOMITBIOTEPOB MPEABIBISIEMbIM TPEOOBAHUSIM.

[Iporpammubie VPN-cuctemMbl MOryT HCTIONB30BATHCA TAKUM K€ 00pa3oM, Kak U
anmnapartHbie cucTeMbl. CyllecTByeT IporpaMMHoOe o0ecriedeHue JUisl HOIAEPKKH
[I0JIb30BATENILCKUX U y310BbIX VPN.

pumevanue

[Ipu ycranoBke nmporpamMmmuoro obecrnedenus VPN HeoOxommMo o0ecrieduTh
COOTBETCTBYIOILYIO KOH(PUTYPALIMIO CUCTEMBI, a TAK)XKE YCTPAHUTh BCE
YSI3BUMOCTH, YCTAHOBUB HY>KHbIE OOHOBJICHUS.

Beo-cucremMbl



['maBHBIM HeAOCTaTKOM OOJIBIIMHCTBA MOJIb30BATENLCKUX cucTeM VPN sBisercs
NOTPEOHOCTh B YCTAHOBKE MPOIPAMMHOI0 00ECIIeYeHUs Ha CUCTEMY-KIIMEHT.
beccniopHo, 4TO NporpamMmmHoe o0ecrieyeHue, KOTOpoe yCTaHABIMBAJIOCh Ha
KJIIMEHTCKUE CUCTEMBI, YBEIMUUBAIO 00BEM PadoT MO yIPaABICHUIO
nosib3oBarenbckuMu VPN. bonee Toro, KImeHTCKoe nporpaMMHoOe o0ecriedeHue
BO MHOTHUX CITy4asiX He paboTajo JOJDKHBIM 00pa3oM C HEKOTOPBIMHU
MPUIOKEHUSIMU, 3arPYKEHHBIMU Ha KOMIBIOTEP-KIUEHT. ITO 0OCTOSITEIbCTBO
MOBBIIIAIO CTOUMOCTD MOAAEPKKU U IPUBOJUIIO K TOMY, UTO MHOTHE
OpraHU3alMy CTAJIM YCTAHABIMBATh HA CIIEIUATbHO BbIJICIICHHBIE KOMIBIOTEPHI
TOJIbKO MporpammHoe ooecrieueHue VPN.

VYkazaHHble po0OJIeMbl MPUBEIIN K TOMY, UTO HEKOTOpBIE npou3Boautenun VPN
CTaJIi paccMaTpuBaTh BeO-Opay3ephl B kauecTBe VPN-KIMEHTOB U
peau30oBbIBaTh ATOT MOJAX0] Ha npakTuke. OH 3aKII0YaeTCs B TOM, YTO
MOJIH30BATEIb C TOMOIIBIO Opay3epa noakiaodaercs k VPN uepe3 SSL. SSL
oOecnieunBaet mudpoBanue Tpapuka, a HOATBEPKICHUE MOJJIUHHOCTH
OJIb30BATEISI BBITIOJIHSIETCS C TIOMOIIBIO CPEJICTB ayTeHTU(UKAIIUN, BCTPOESHHBIX
B cucteMy. /{7 mpemocTaBaeHuUs MOJIb30BATEII0 HEOOXOUMBIX YCITYT
HCIIOIb3YETCSl HECKOJBKO PA3IMYHBIX MEXaHU3MOB. Cpel HUX MOYKHO BBIJIEIUTh
HAJCTPOIKK Opay3epa u BUPTyalbHbIE MAIIMHbBI Java.

B 10 Bpems kak CTOMMOCTb TTOJIJIEPKKU M OOCITYKMBaHHSI HECCOMHEHHO HUXXE, Ha
MOMEHT HaNKMCAaHUs 3TOW KHUTY HU OJIHA U3 OecKIIMeHTHbIX cucteM VPN He
o0ecreyuBaeT MoJIHYI0 (PYHKIIMOHAIBHOCTh. JTUM ceTsiM VPN npucymu
OrpaHUYCHUSI, 3aKJIF0YAIOIIHECS B HA0OpE UCTIONb3yEMBbIX MPUIIOKEHUN U METOJIE
MOJIKJTIOUCHHUSI TI0JIb30BaTeIel K BHYTPEeHHUM cucTemMaM. OpraHu3aiusMm clieyeT
paccMaTpuUBaTh BApUAHT UCTIOJIb30BAHUS TAaKUX CUCTEM, TaK KaK 3TO CHUXKAET
3aTpaThl Ha OOCITY)KHUBAHUE, OJJHAKO HEOOXOAMMO YUUTHIBATH HEITOCPEICTBCHHBIC
TpeOOBaHUS MMOJTH30BATEIIEH M COTIACOBATh MX C OTPAaHUYCHUSIMU, UMEIOIUMUCS
B CHCTEMaXx.

Onpenenenue paznuuuii Mexxay tunamu VPN



Ha npennpusitun npuHATO pelieHne Ucnoib3oBatb VPN, B pe3yabpTare uero
yctanoBjieH VPN-noctpourens. Heo0xoaumMo cocTaBUTh OIEHOYHBIN OTUYET O
MeToAax mu@poBaHus, MPOTOKOJIAX TYHHEIUPOBAHUS U aclieKTax 0€30MacHOCTH,
CBSI3aHHBIX C MPUII0XKEHUSIMHU, KOTOPBIE MOT'YT HCTIOJIB30BaTh VPN, Takumu Kak
CpelcTBa Mepeauu rojaoca U BUACOJaHHbIX uepe3 ciryx Obl [P
(BuaeokoH(EpEHIINH, YCOBEPIICHCTBOBaHHBIC U M3MeHeHHbIe (pyHknu PBX) n
CpEeIICTBA YAAJIICHHOTO XpaHECHHsI/PE3ePBUPOBAHUS U BOCCTAHOBIICHHUSI.
O06s3arenbHO 1 UG POBAHUE TAHHBIX B KaXKIOM U3 CIIy4aeB?

JI71d KaXKa0ro u3 NpuiIoKEHUH CIIENYET BBISICHUTD CIEAYIOIIEE.

Kakoii Tunn VPN sydinie ucrnonap30Bars J1s MIPUIIOKEHUS - MEKY3JIOBYIO WIH
MOJIb30BaTeNbCKy0 VPN?

I'ne pacnionoxxensl kKoOHEUHBIE Y3761 VPN? Kakum onacHOCTSIM MOT'YT
MO/ABEPraThCsl 3T KOHECYHBIE Y3JIbI?

HanararoT in KOHEUHbIE Y3JIbI WM TI0JIb30BATENN MPUIIOKEHUST KaKue-JIn00
JOTIOJTHUTEJIbHBIE TPEOOBAHUS K MEXaHU3MY ayTeHTU(UKAIIUH, CBI3aHHOMY C
VPN?

OmnpenenuTe COOTBETCTBYIONINE MPUIIOKEHUIO MEXaHU3MbI ayTEHTU(UKAIUH.
Otcnenure nHOpPMAIUIO BO BpeMs Tiepenadu. SABIseTcs U OHa OTKPBITON IS
nepexsara uiau npociymuBanus? Ecnu ga, onpenenure, o0ecrnednBaeT Jiu
UCTIONIb3yEeMbIH MEXaHU3M MIU(POBAHUS JOTKHBIM YPOBEHb 3AIUTHI
uH()OpPMAaIIHH.

BoiBOALI

To, uTo XOpoI1110 paboTaET C OJJHUM MPUIIOKEHUEM, MOXKET BOBCE HE paboTaTh C
IPyrou rmporpamMmon. Mexy3noBbie U nojb3oBaTeiibckue VPN nmeror
pasyinuHbIe TpeOOBaHUA K ayTeHTU(UKAIUKY U 0€30MaCHOCTH KOHEUHBIX Y3J10B.
D10 HEOOXOAMMO IPUHUMATH B pacueT npu noctpoenun VPN mis
WCIOJIb30BAHUS MIPHIIOKEHHEM. Bb10op Mexann3ma mudpoBaHus U MOIITHOCTh
HCITOJIb3yeMOT0 aJITOpUTMA UG POBAHKS HATIPSIMYIO BIHSET HAa TO, KAKUE aTaKu
OynyT npecekarbcesi. B mportecce pa3paboTku HEOOXOAUMO MPUHUMATH BO

BHHMMAaHHUC BCC HMCIOIIUCCA YI'PO3bI 0Ce301aCHOCTH.



Bomnpocs! miig caMmOKOHTpOIIA

Mo:kHO 11 paccMarpuBaTh ucnoiab3oBanue SSH kak peanuzanuio VPN?
[Touemy nonb3oBarenbekrue VPN TpeOyroT cTporoit ayreHTUDUKAIINN?

MoxkeT 1 mu(ppoBaHKUE MOJTHOCTHIO 3aIUTUTh JaHHbIE, IEpPEIaBAEMbIE YEPE3
VPN.

C yem HEOOXOIMMO KOMOMHUPOBATH MOJIUTHKY, YTOOBI 00ECIIEUUTh
6e3omacHocTh VPN?

[Tpuroausl 11 Mexy310Bble VPN 1171 MCIIOIB30BaHUS MEXKY OpraHUu3alUsIMU?
[Touemy aapecarust sIBIASIETCS MOTCHIIMAILHON TTPOOIEMOIA, CBSI3aHHOM C
Mexy3710BbIMU VPN?

Kakue nBa kpuTepusi JOJKHBI UCIIOIb30BAThCA ISl ONPENEIICHHS TOT0, KaKoe
YCTPOWCTBO CIEAYET UCIIOIb30BaTh - MEKCETEBOU 3KpaH uiu VPN-cepBep Ha
OTAEJILHOU cucTeMe?

Ecnu ucnions3yercsa oraenpHbii VPN-cepBep, JOMKEH M OH pa3MElaThCs B
JNEMUJINTAPU30BaHHOM 30HE HHTEPHETA?

[Touemy mpouecc peanuzauuu VPN npencrasiser co0oil ropasgo Oosbliee, 4em
BBIOOD anropurtMma mudpoBaHus?

Kakue MexaHU3MBbl ayTeHTU(DUKAIIMH JIy4IlIe BCETO UCIIOIb30BATh JIS
N0JIb30BaTeNbCckoil VPN?

ApxXuTeKTypbl HHGOPMAIMOHHBIX CHCTEM

° CereBbic OIICPAlIMOHHBIC CUCTCMBI

KomMmribroTepsl B ceTH, B 3aBUCHMOCTH OT
pacnpenenaeHust GYHKIMN, MOTYT BBICTYIIATh B POJIH 8blOEIEHHO20
cepeepa W KIUEHMCKO20 V31d

Cemb moorcem ObIMb NOCMPOEHA NO CLEOVIOWUM CXEMAM.

o HA OCHOBE KOMITHIOTEPOB, COBMEIIAIOMINX (DYHKIIHH
KJIMEHTA U CEPBEPA — OOHOPAH208ASL CeMb

o Ha OCHOBE pa3jielieHus (yHKIINI KJIMEHTOB M CEPBEPOB —

cems ¢ 6blOCNIeHHbIMU cepesepamu



o CETh, BKJIIOUAIOIIAs y3JIbl PA3HBIX TUIIOB — 2UOPUOHAS
cemo.
Monenu ceTeBbIX CIy)0 U

pacnpeneseHHbIX TPUI0KEHNN

BbIIEnsoT Tpy OCHOBHBIX IapameTpa

Opranu3anuu paboThl MPUIOKEHUHN B CETH:

a Crioco6 pazzieneHus NpUI0KEeHNs. Ha YaCTH, BBITOJIHSAIOLINECS
Ha Pa3HbIX KOMIIBIOTEPAX CETH;

a Beiienenne criennanu3upoBaHHbIX CEPBEPOB B CETH, HA
KOTOPBIX BBIIOJIHAIOTCS HEKOTOPBIE 00IIUE 111 BCEX MPUII0KEHUIN
byHKINH;

o Crnioco0 B3auMOEMCTBUS MEXAY YaCTIMU MPUIIOKEHUH,
paboTarolMX Ha Pa3HbIX KOMITbIOTEPAX.

CniocoObI pa3aeneHus NpUIOKEHUN Ha

qaCTu

[TpunoxeHust yCIIOBHO MOKHO Pa3AelInTh Ha

cienyomue GyHKIUOHAIbHbIE YaCTH:

a CpencTBa npeacTaBiIeHUs JaHHBIX HA DKPaHE;

a Jloruka npencTaBieHus JaHHBIX HA SKpaHe (OMHUChIBAET
[IPABWIA U CLIEHAPUU B3aUMOJECHUCTBYSI MOJIb30BATENS C
NPWIOKEHUSIMU);

o [Ipuknagnas noruka (mpaBuiia Ij1sl IPUHITUS PELICHUH,
BBIYHUCIIUTENbHBIE IPOLIEAYPHI U T.11.);

o Jloruka TaHHBIX — Ollepaluy ¢ JaHHBIMH, XPAHSIIIUMUCS B
HEKOTOpOi1 6ase;

o Buyrpennue onepauuu b/ — neicreust CYB/I, BbI3bIBaeMbIe B
OTBET HA BBIIIOJIHEHHUE 3aIIPOCOB JIOTUKH JAHHBIX;

o daiinoBbIC ONepalvy — CTaHIapTHBIC onepaluu Hal paitmamu u



¢baiioBOi CUCTEMOM.
JIByX3BEHHBIE CXEMBI
pacnpenenenubix C
JIByX3BEHHBIE CXEMBI OMKCHIBAIOT pa3zesieHne (PYHKINI MPUI0KEHHS

MEXKY ABYMS KOMIIBIOTEPAMMU:

o [{enTpann3oBanHas 00pabOTKa TaHHBIX;
o Cxema «daitn-cepep»

a Cxema «KJIHMEHT-CepBEpP»
[lenTpanuzoBanHas

00paboTKa JTaHHBIX

Komnblotep 1

Komnsbiorep 2

A
v

amynauma Jloruka Onepaunu dannosble
TepMMHana | \npunoxeHun n | Gasbl AaHHbIX onepauuu
cepsepa obpalleHuns K

B

KJIUEHT cepBe

p

JIOCTOMHCTBA CXEMBI:

o Pecypchl KITMEHTCKOr0 KOMIIBIOTEPa UCIIOIB3YIOTCS B
HE3HAYMTEIIPHOM CTEIEHH, 3arpy>KaroTcs TOJIBKO rpaduuecKue
CpeAcTBa BBO/Ia-BbIBO/IA;

o IIpocToTa opraHuzanuu NpPOrpaMmsl;

Henocratku cxeMmnbl:

o Henocrarounas macimrabupyemocTb;




o OTcyTcTBHE OTKa30yCTOMYMBOCTH.

. Cxema ¢aiin — cepsep
Komunbrorep
1
Komnbrotep 2
IMyNauns Jloruka Onepauun dannosble

TepmMmHana NMPUIIOXEHUN U 0as3bl 4aHHbIX onepauunu
cepBepa obpaLlleHus K

A

B

KIIMCHT

cepBep

JIOCTOMHCTBA CXEMBI:

o JlanHas cxema o0J1aaeT XOpOIIeH
MacIITabuPyeMOCThI0, IOCKOJIBKY JTIOMOJTHUTETbHBIC

MOJIb30BATEIN U MPUIIOKEHUS JOOABIISAIOT JIUIIb

HE3HAYUTEJIbHYIO HAIPY3KY Ha IIEHTPAJIbHBIN y3el —

daiinoBbIii cepsep.

Henocratku cxeMbl:

o Bo mMHOrux ciyuasx Bo3pacTaeT Harpy3ka, 4To MpUBOJIUT

K YBEJIIMYECHUIO BPEMEHH




PCAKIMHN Ha ITPUITOKCHUA,

o KJIMEHTCKUU KOMIIBIOTEP JOJKEeH 00jaJaTh BBICOKOM

BBIUMCIIUTEIILHOM MOIIIHOCTBIO, YTOOBI CHIPaBJIATLECA C

MIPEICTABICHUEM

JAHHBIX, JIOTUKOW  IPUJIOKECHUH,

JIOTUKOM JaHHBIX U MOAAEPKKOM onepauun b/l

CxeMa KJIMeHT — cepBep

Kommnbsrotep

1 Ko
MIbOTEp 2

IMyNAUns Jlornka Onepauunn dannosble
TepMmHana NPUNOXEHUI 1| | Ba3b-AaHHbx— onepaunmu

cepBepa obOpaLleHus K

BA
KIINCHT
cepBep

I[OCTOI/IHCTBa CXCMBI:

o JlanHas cxema OoJsiee paBHOMEPHO pacipeesier

(GYHKIMK MEXAY KIMEHTCKOW U CEpBEPHOM YaCTSIMU CUCTEMBI;

KineHTcKkuil KoMIbIOTEp BBINOIHAET (PYHKIMH, cienupUIecKue

AJIL JaHHOT'O ITPUJIOKCHUA,

CepBep — (pyHKIIMH, peanu3aius KOTOPbIX HE 3aBUCHUT OT

crenu(pUKY TPUIOKEHUS, U JaHHbIE (PYHKIIMH MOT'YT OBITH

0o(OpMIICHBI B BUJIE CETEBBIX CIIYXKO.




TpexyposKesas Moaens
“KNMeNT-copeep”
2 Cep -

[ ®Paiin-cepeep mopens ] [Knnem-cepnepuouenu

e

[amal Gain-cepeep
=
L

ama Cepeep Gas
S5 RaHHbX

) Tpex3BeHHBIE cXeMbI

Komnblotep 1 Komubrorep

2 Komnsbiotep 3
amynaums JTorvka npuromxepaumy dannosble
TepMunHana «— | 4obpaeHUs B3 onepaummn

cepBsepa OaHHbIX
KJINEHT Cepsep
. MIPUWIOKEHU N

[lenTpanu3zoBaHHas peanu3anus JOTUKU PUIOKEHUS PEIIaeT
mpo0IeMy HETOCTATOYHOW BBIYMCIUTEIIBHON MOIITHOCTH
KJIMEHTCKHX KOMITBIOTEPOB JIJISI CIIOKHBIX MPUIIOKEHUM, YIIPOIIAET

aIMUHUCTPUPOBAHUE U MOAJIEPIKKY CUCTEMBI;



VYrpouaercst pazpaboTka KpYIMHBIX MPUIOKEHUH, TOCKOJIBKY YETKO
pazzieneHsl m1aThopMbl U HHCTPYMEHTHI J1s peain3aluu

uHTEepdeiica u NPUKIAIHON JIOTHKH.

. Tunosas cemesasn ungpacmpykmypa

. COBPEMEHHO20 NPeOnpPUAMUSL

e/l

L a ff\
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